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742. Equifax acted intentionally, knowingly, and maliciously to violate 

Kansas’s Consumer Protection Act, and recklessly disregarded Plaintiff and 

Kansas Subclass members’ rights. Equifax’s numerous past data breaches put it on 

notice that its security and privacy protections were inadequate. 

743. As a direct and proximate result of Equifax’s unfair, deceptive, and 

unconscionable trade practices, Plaintiff and Kansas Subclass members have 

suffered and will continue to suffer injury, ascertainable losses of money or 

property, and monetary and non-monetary damages, including from fraud and 

identity theft; time and expenses related to monitoring their financial accounts for 

fraudulent activity; an increased, imminent risk of fraud and identity theft; and loss 

of value of their Personal Information. 

744. Plaintiff and Kansas Subclass members seek all monetary and non-

monetary relief allowed by law, including civil penalties or actual damages 

(whichever is greater), under K.S.A. §§ 50-634 and 50-636; injunctive relief; and 

reasonable attorneys’ fees and costs. 
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CLAIMS ON BEHALF OF THE KENTUCKY SUBCLASS 

COUNT 40  
 

KENTUCKY COMPUTER SECURITY BREACH NOTIFICATION ACT, 

Ky. Rev. Stat. Ann. §§ 365.732, et seq. 
 

745. The Kentucky Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Kentucky Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

746. Equifax is required to accurately notify Plaintiff and Kentucky 

Subclass members if it becomes aware of a breach of its data security system that 

was reasonably likely to have caused unauthorized persons to acquire Plaintiff’s 

and Kentucky Subclass members’ Personal Information, in the most expedient time 

possible and without unreasonable delay under Ky. Rev. Stat. Ann. § 365.732(2). 

747. Equifax is a business that holds computerized data that includes 

Personal Information as defined by Ky. Rev. Stat. Ann. § 365.732(2). 

748. Plaintiff’s and Kentucky Subclass members’ Personal Information 

includes Personal Information as covered under Ky. Rev. Stat. Ann. § 365.732(2). 

749. Because Equifax was aware of a breach of its security system that was 

reasonably likely to have caused unauthorized persons to acquire Plaintiff’s and 

Kentucky Subclass members’ Personal Information, Equifax had an obligation to 
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disclose the data breach in a timely and accurate fashion as mandated by Ky. Rev. 

Stat. Ann. § 365.732(2). 

750. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated Ky. Rev. Stat. Ann. § 365.732(2). 

751. As a direct and proximate result of Equifax’s violations of Ky. Rev. 

Stat. Ann. § 365.732(2), Plaintiff and Kentucky Subclass members suffered 

damages, as described above. 

752. Plaintiff and Kentucky Subclass members seek relief under Ky. Rev. 

Stat. Ann. § 446.070, including actual damages. 

COUNT 41  
 

KENTUCKY CONSUMER PROTECTION ACT, 

Ky. Rev. Stat. §§ 367.110, et seq. 
 

753. The Kentucky Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Kentucky Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

754. Equifax is a “person” as defined by Ky. Rev. Stat. § 367.110(1). 

755. Equifax advertised, offered, or sold goods or services in Kentucky and 

engaged in trade or commerce directly or indirectly affecting the people of 

Kentucky, as defined by Ky. Rev. Stat. 367.110(2). 
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756. Equifax engaged in unfair, false, misleading, deceptive, and 

unconscionable acts or practices, in violation of Ky. Rev. Stat. § 367.170, 

including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Kentucky Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Kentucky 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  
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d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Kentucky Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Kentucky Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Kentucky 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Kentucky 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 
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757. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

758. Equifax intended to mislead Plaintiff and Kentucky Subclass members 

and induce them to rely on its misrepresentations and omissions. 

759. Plaintiff and Kentucky Subclass members’ purchased goods or 

services for personal, family, or household purposes and suffered ascertainable 

losses of money or property as a result of Equifax’s unlawful acts and practices. 

760. The above unlawful acts and practices by Equifax were immoral, 

unethical, oppressive, and unscrupulous. These acts caused substantial injury to 

Plaintiff and Kentucky Subclass members that they could not reasonably avoid; 

this substantial injury outweighed any benefits to consumers or to competition. 

761. Equifax acted intentionally, knowingly, and maliciously to violate 

Kentucky’s Consumer Protection Act, and recklessly disregarded Plaintiff and 

Kentucky Subclass members’ rights. Equifax’s numerous past data breaches put it 

on notice that its security and privacy protections were inadequate. 

762. As a direct and proximate result of Equifax’s unlawful acts and 

practices, Plaintiff and Kentucky Subclass members have suffered and will 
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continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

763. Plaintiff and Kentucky Subclass members seek all monetary and non-

monetary relief allowed by law, including damages, punitive damages, restitution 

or other equitable relief, injunctive relief, and reasonable attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE LOUISIANA SUBCLASS 

COUNT 42  
 

DATABASE SECURITY BREACH NOTIFICATION LAW, 

La. Rev. Stat. Ann. §§ 51:3074(A), et seq. 
 

764. The Louisiana Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Louisiana Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

765. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by La. Rev. Stat. Ann. § 51:3074(C). 

766. Plaintiff’s and Louisiana Subclass members’ Personal Information 

(e.g., Social Security numbers) includes Personal Information as covered under La. 

Rev. Stat. Ann. § 51:3074(C). 
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767. Equifax is required to accurately notify Plaintiff and Louisiana 

Subclass members if it becomes aware of a breach of its data security system that 

was reasonably likely to have caused unauthorized persons to acquire Plaintiff’s 

and Louisiana Subclass members’ Personal Information, in the most expedient 

time possible and without unreasonable delay under La. Rev. Stat. Ann. § 

51:3074(C). 

768. Because Equifax was aware of a breach of its security system that was 

reasonably likely to have caused unauthorized persons to acquire Plaintiff’s and 

Louisiana Subclass members’ Personal Information, Equifax had an obligation to 

disclose the Equifax data breach in a timely and accurate fashion as mandated by 

La. Rev. Stat. Ann. § 51:3074(C). 

769. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated La. Rev. Stat. Ann. § 51:3074(C). 

770. As a direct and proximate result of Equifax’s violations of La. Rev. 

Stat. Ann. § 51:3074(C), Plaintiff and Louisiana Subclass members suffered 

damages, as described above. 

771. Plaintiff and Louisiana Subclass members seek relief under La. Rev. 

Stat. Ann. § 51:3075, including actual damages. 

  

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 335 of 575



320 

 

COUNT 43  
 

LOUISIANA UNFAIR TRADE PRACTICES AND  

CONSUMER PROTECTION LAW,  

La. Rev. Stat. Ann. §§ 51:1401, et seq. 
 

772. The Louisiana Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Louisiana Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

773. Equifax, Plaintiff, and the Louisiana Subclass members are “persons” 

within the meaning of the La. Rev. Stat. Ann. § 51:1402(8). 

774. Plaintiff and Louisiana Subclass members are “consumers” within the 

meaning of La. Rev. Stat. Ann. § 51:1402(1). 

775. Equifax engaged in “trade” or “commerce” within the meaning of La. 

Rev. Stat. Ann. § 51:1402(10). 

776. The Louisiana Unfair Trade Practices and Consumer Protection Law 

(“Louisiana CPL”) makes unlawful “unfair or deceptive acts or practices in the 

conduct of any trade or commerce.” La. Rev. Stat. Ann. § 51:1405(A). Unfair acts 

are those that offend established public policy, while deceptive acts are practices 

that amount to fraud, deceit, or misrepresentation. 

777. Equifax participated in unfair and deceptive acts and practices that 

violated the Louisiana CPL, including: 
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a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Louisiana Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Louisiana 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Louisiana Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 
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e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Louisiana Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Louisiana 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Louisiana 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

778. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 
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779. Equifax intended to mislead Plaintiff and Louisiana Subclass 

members and induce them to rely on its misrepresentations and omissions. 

780. Equifax’s unfair and deceptive acts and practices were immoral, 

unethical, oppressive, and unscrupulous. These acts caused substantial injury to 

Plaintiff and Kentucky Subclass members that they could not reasonably avoid; 

this substantial injury outweighed any benefits to consumers or to competition. 

781. Equifax acted intentionally, knowingly, and maliciously to violate 

Unfair Trade Practices and Consumer Protection Law, and recklessly disregarded 

Plaintiff and Louisiana Subclass members’ rights. Equifax’s numerous past data 

breaches put it on notice that its security and privacy protections were inadequate. 

782. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Louisiana Subclass. Equifax accepted the responsibility 

of being a “steward of data” while keeping the inadequate state of its security 
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controls secret from the public. Accordingly, because Equifax held itself out as 

having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the Louisiana Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

783. As a direct and proximate result of Equifax’s unfair and deceptive acts 

and practices, Plaintiff and Louisiana Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

784. Plaintiff and Louisiana Subclass members seek all monetary and non-

monetary relief allowed by law, including actual damages; treble damages for 

Equifax’s knowing violations of the Louisiana CPL; declaratory relief; attorneys’ 

fees; and any other relief that is just and proper. 
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CLAIMS ON BEHALF OF THE MAINE SUBCLASS 

COUNT 44  
 

MAINE UNFAIR TRADE PRACTICES ACT, 

5 Me. Rev. Stat. §§ 205, 213, et seq. 
 

785. The Maine Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Maine Subclass, repeats and alleges 

Paragraphs 1-313, as if fully alleged herein. 

786. Equifax is a “person” as defined by 5 Me. Stat. § 206(2). 

787. Equifax’s conduct as alleged herein related was in the course of “trade 

and commerce” as defined by 5 Me. Stat. § 206(3). 

788. Plaintiff and Maine Subclass members purchased goods and/or 

services for personal, family, and/or household purposes. 

789. Plaintiff sent a demand for relief on behalf of the Maine Subclass 

pursuant to 5 Me. Rev. Stat. § 213(1-A) on October 10, 2017. 

790. Equifax engaged in unfair and deceptive trade acts and practices in the 

conduct of trade or commerce, in violation of 5 Me. Rev. Stat. §207, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Maine Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 
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b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Maine 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Maine Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Maine Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 
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FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Maine 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Maine 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

791. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

792. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 
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one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Maine Subclass. Equifax accepted the responsibility of 

being a “steward of data” while keeping the inadequate state of its security controls 

secret from the public. Accordingly, because Equifax held itself out as having a 

special role in the financial system with a corresponding duty of trustworthiness 

and care, Plaintiff and the Maine Subclass members acted reasonably in relying on 

Equifax’s misrepresentations and omissions, the truth of which they could not have 

discovered. 

793. As a direct and proximate result of Equifax’s unfair and deceptive acts 

and conduct, Plaintiff and Maine Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information.  
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794. Plaintiff and the Maine Subclass members seek all monetary and non-

monetary relief allowed by law, including damages or restitution, injunctive and 

other equitable relief, and attorneys’ fees and costs. 

COUNT 45  
 

MAINE UNIFORM DECEPTIVE TRADE PRACTICES ACT, 

10 Me. Rev. Stat. §§ 1212, et seq. 
 

795. The Maine Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Maine Subclass, repeats and alleges 

Paragraphs 1-313, as if fully alleged herein. 

796. Equifax is a “person” as defined by 10 Me. Rev. Stat. § 1211(5). 

797. Equifax advertised, offered, or sold goods or services in Maine and 

engaged in trade or commerce directly or indirectly affecting the people of Maine. 

798. Equifax engaged in deceptive trade practices in the conduct of its 

business, in violation of 10 Me. Rev. Stat. §1212, including:  

a. Representing that goods or services have characteristics that 

they do not have; 

b. Representing that goods or services are of a particular standard, 

quality, or grade if they are of another; 

c. Advertising goods or services with intent not to sell them as 

advertised; and 
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d. Engaging in other conduct that creates a likelihood of confusion 

or misunderstanding. 

799. Equifax’s deceptive trade practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Maine Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Maine 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  
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d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Maine Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Maine Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Maine 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Maine 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 
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800. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

801. Equifax intended to mislead Plaintiff and Maine Subclass members 

and induce them to rely on its misrepresentations and omissions. 

802. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Maine Subclass. Equifax accepted the responsibility of 

being a “steward of data” while keeping the inadequate state of its security controls 

secret from the public. Accordingly, because Equifax held itself out as having a 

special role in the financial system with a corresponding duty of trustworthiness 

and care, Plaintiff and the Maine Subclass members acted reasonably in relying on 
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Equifax’s misrepresentations and omissions, the truth of which they could not have 

discovered. 

803. As a direct and proximate result of Equifax’s deceptive trade 

practices, Plaintiff and Maine Subclass members have suffered and will continue to 

suffer injury, ascertainable losses of money or property, and monetary and non-

monetary damages, including from fraud and identity theft; time and expenses 

related to monitoring their financial accounts for fraudulent activity; an increased, 

imminent risk of fraud and identity theft; and loss of value of their Personal 

Information.  

804. Maine Subclass members are likely to be damaged by Equifax’s 

ongoing deceptive trade practices. 

805. Plaintiff and the Maine Subclass members seek all monetary and non-

monetary relief allowed by law, including damages or restitution, injunctive or 

other equitable relief, and attorneys’ fees and costs. 

  

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 349 of 575



334 

 

CLAIMS ON BEHALF OF THE MARYLAND SUBCLASS 

COUNT 46  
 

MARYLAND PERSONAL INFORMATION PROTECTION ACT, 

Md. Comm. Code §§ 14-3501, et seq. 
 

806. The Maryland Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Maryland Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

807. Under Md. Comm. Code § 14-3503(a), “[t]o protect Personal 

Information from unauthorized access, use, modification, or disclosure, a business 

that owns or licenses Personal Information of an individual residing in the State 

shall implement and maintain reasonable security procedures and practices that are 

appropriate to the nature of Personal Information owned or licensed and the nature 

and size of the business and its operations.” 

808. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by Md. Comm. Code §§ 14-3501(b)(1) 

and (2).  

809. Plaintiff and Maryland Subclass members are “individuals” and 

“customers” as defined and covered by Md. Comm. Code §§ 14-3502(a) and 14-

3503. 
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810. Plaintiff’s and Maryland Subclass members’ Personal Information 

includes Personal Information as covered under Md. Comm. Code § 14-3501(d).  

811. Equifax did not maintain reasonable security procedures and practices 

appropriate to the nature of the Personal Information owned or licensed and the 

nature and size of its business and operations in violation of Md. Comm. Code § 

14-3503. 

812. The Equifax data breach was a “breach of the security of a system” as 

defined by Md. Comm. Code § 14-3504(1). 

813. Under Md. Comm. Code § 14-3504(b)(1), “[a] business that owns or 

licenses computerized data that includes Personal Information of an individual 

residing in the State, when it discovers or is notified of a breach of the security 

system, shall conduct in good faith a reasonable and prompt investigation to 

determine the likelihood that Personal Information of the individual has been or 

will be misused as a result of the breach.”  

814. Under Md. Comm. Code §§ 14-3504(b)(2) and 14-3504(c)(2), “[i]f, 

after the investigation is concluded, the business determines that misuse of the 

individual’s Personal Information has occurred or is reasonably likely to occur as a 

result of a breach of the security system, the business shall notify the individual of 
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the breach” and that notification “shall be given as soon as reasonably practical 

after the business discovers or is notified of the breach of a security system.” 

815. Because Equifax discovered a security breach and had notice of a 

security breach, Equifax had an obligation to disclose the Equifax data breach in a 

timely and accurate fashion as mandated by Md. Comm. Code §§ 14-3504(b)(2) 

and 14-3504(c)(2). 

816. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated Md. Comm. Code §§ 14-3504(b)(2) and 14-3504(c)(2). 

817. As a direct and proximate result of Equifax’s violations of Md. 

Comm. Code §§ 14-3504(b)(2) and 14-3504(c)(2), Plaintiff and Maryland Subclass 

members suffered damages, as described above.  

818. Pursuant to Md. Comm. Code § 14-3508, Equifax’s violations of Md. 

Comm. Code §§ 14-3504(b)(2) and 14-3504(c)(2) are unfair or deceptive trade 

practices within the meaning of the Maryland Consumer Protection Act, 13 Md. 

Comm. Code §§ 13-101, et seq. and subject to the enforcement and penalty 

provisions contained within the Maryland Consumer Protection Act. 

819. Plaintiff and Maryland Subclass members seek relief under Md. 

Comm. Code §13-408, including actual damages and attorney’s fees. 
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COUNT 47  
 

MARYLAND SOCIAL SECURITY NUMBER PRIVACY ACT, 

Md. Comm. Code §§ 14-3401, et seq. 
 

820. The Maryland Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Maryland Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

821. Equifax is a “person” as covered by Md. Comm. Code § 14-3402.  

822. Plaintiff and Maryland Subclass members are “individual[s]” covered 

by Md. Comm. Code § 14-3402. 

823. Md. Comm. Code § 14-3402 prohibits a person from requiring an 

individual to transmit his/her Social Security number over the Internet unless the 

connection is secure or the individual’s Social Security number is encrypted, and 

from initiating the transmission of an individual’s Social Security number over the 

Internet unless the connection is secure or the Social Security number is encrypted. 

824. As described above, Equifax transmitted Plaintiff’s and Maryland 

Subclass members’ Social Security numbers over the Internet on unsecure 

connections and/or without encrypting the Social Security Numbers in violation of 

Md. Comm. Code § 14-3402. 
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825. As a direct and proximate result of Equifax’s violations of Md. 

Comm. Code § 14-3402, Plaintiff and Maryland Subclass members suffered 

damages, as described above.  

826. Plaintiff and Maryland Subclass members seek relief under Md. 

Comm. Code § 14-3402, including actual damages and attorneys’ fees. 

COUNT 48  
 

MARYLAND CONSUMER PROTECTION ACT,  

Md. Comm. Code §§ 13-301, et seq. 
 

827. The Maryland Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Maryland Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

828. Equifax is a person as defined by Md. Comm. Code § 13-101(h). 

829. Equifax’s conduct as alleged herein related to “sales,” “offers for 

sale,” or “bailment” as defined by Md. Comm. Code § 13-101(i) and § 13-303. 

830. Maryland Subclass members are “consumers” as defined by Md. 

Comm. Code § 13-101(c). 

831. Equifax’ advertises, offers, or sell “consumer goods” or “consumer 

services” as defined by Md. Comm. Code § 13-101(d). 
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832. Equifax advertised, offered, or sold goods or services in Maryland and 

engaged in trade or commerce directly or indirectly affecting the people of 

Maryland. 

833. Equifax engaged in unfair and deceptive trade practices, in violation 

of Md. Comm. Code § 13-301, including: 

a. False or misleading oral or written representations that have the 

capacity, tendency, or effect of deceiving or misleading 

consumers; 

b. Representing that consumer goods or services have a 

characteristic that they do not have;  

c. Representing that consumer goods or services are of a particular 

standard, quality, or grade that they are not;  

d. Failing to state a material fact where the failure deceives or 

tends to deceive; 

e. Advertising or offering consumer goods or services without 

intent to sell, lease, or rent them as advertised or offered; 

f. Deception, fraud, false pretense, false premise, 

misrepresentation, or knowing concealment, suppression, or 

omission of any material fact with the intent that a consumer 
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rely on the same in connection with the promotion or sale of 

consumer goods or services or the subsequent performance with 

respect to an agreement, sale lease or rental. 

834. Equifax engaged in these unfair and deceptive trade practices in 

connection with offering for sale or selling consumer goods or services or with 

respect to the extension of consumer credit, in violation of Md. Comm. Code § 13-

303, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Maryland Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Maryland 

Subclass members’ Personal Information, including duties 
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imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and the 

Maryland Personal Information Protection Act, Md. Comm. 

Code § 14-3503, which was a direct and proximate cause of the 

Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Maryland Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Maryland Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, the GLBA, 15 

U.S.C. § 6801, et seq., and the Maryland Personal Information 

Protection Act, Md. Comm. Code § 14-3503; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Maryland 

Subclass members’ Personal Information; and 
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g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Maryland 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and the 

Maryland Personal Information Protection Act, Md. Comm. 

Code § 14-3503.  

835. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. Equifax’s misrepresentations and omissions would have been 

important to a significant number of consumers in making financial decisions. 

836. Equifax intended to mislead Plaintiff and Maryland Subclass members 

and induce them to rely on its misrepresentations and omissions. 

837. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 
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one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Maryland Subclass. Equifax accepted the responsibility 

of being a “steward of data” while keeping the inadequate state of its security 

controls secret from the public. Accordingly, because Equifax held itself out as 

having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the Maryland Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

838. Equifax acted intentionally, knowingly, and maliciously to violate 

Maryland’s Consumer Protection Act, and recklessly disregarded Plaintiff and 

Maryland Subclass members’ rights. Equifax’s numerous past data breaches put it 

on notice that its security and privacy protections were inadequate. 

839. As a direct and proximate result of Equifax’s unfair and deceptive acts 

and practices, Plaintiff and Maryland Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 
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increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

840. Plaintiff and Maryland Subclass members seek all monetary and non-

monetary relief allowed by law, including damages, disgorgement, injunctive 

relief, and attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE MASSACHUSETTS SUBCLASS 

COUNT 49  
 

MASSACHUSETTS CONSUMER PROTECTION ACT, 

Mass. Gen. Laws Ann. Ch. 93A, §§ 1, et seq. 
 

841. The Massachusetts Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the Massachusetts Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

842. Equifax and Massachusetts Subclass members are “persons” as meant 

by Mass. Gen. Laws. Ann. Ch. 93A, § 1(a).  

843. Equifax operates in “trade or commerce” as meant by Mass. Gen. 

Laws Ann. Ch. 93A, § 1(b). 

844. Equifax advertised, offered, or sold goods or services in 

Massachusetts and engaged in trade or commerce directly or indirectly affecting 

the people of Massachusetts, as defined by Mass. Gen. Laws Ann. Ch. 93A, § 1(b). 
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845. Plaintiff sent a demand for relief on behalf of the Massachusetts 

Subclass pursuant to Mass. Gen. Laws Ann. Ch. 93A § 9(3) on October 10, 2017. 

846. Equifax engaged in unfair methods of competition and unfair and 

deceptive acts and practices in the conduct of trade or commerce, in violation of 

Mass. Gen. Laws Ann. Ch. 93A, § 2(a), including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Massachusetts 

Subclass members’ Personal Information, which was a direct 

and proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and 

Massachusetts Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, the GLBA, 15 U.S.C. § 6801, et 
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seq., and the Massachusetts Data Security statute and its 

implementing regulations, Mass. Gen. Laws Ann. Ch. 93H, § 2; 

201 Mass. Code Regs. 17.01-05, which was a direct and 

proximate cause of the Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Massachusetts Subclass 

members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Massachusetts Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, the GLBA, 15 

U.S.C. § 6801, et seq., and the Massachusetts Data Security 

statute and its implementing regulations, Mass. Gen. Laws Ann. 

Ch. 93H, § 2; 201 Mass. Code Regs. 17.01-05; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and 

Massachusetts Subclass members’ Personal Information; and 
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g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and 

Massachusetts Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, the GLBA, 15 U.S.C. § 6801, et 

seq., and the Massachusetts Data Security statute and its 

implementing regulations, Mass. Gen. Laws Ann. Ch. 93H, § 2; 

201 Mass. Code Regs. 17.01-05. 

847. Equifax’s acts and practices were “unfair” because they fall within the 

penumbra of common law, statutory, and established concepts of unfairness, given 

that Equifax solely held the true facts about its inadequate security for Personal 

Information, which Plaintiff and the Massachusetts Subclass members could not 

independently discover.  

848. Consumers could not have reasonably avoided injury because 

Equifax’s business acts and practices unreasonably created or took advantage of an 

obstacle to the free exercise of consumer decision-making. By withholding 

important information from consumers about the inadequacy of its data security, 

Equifax created an asymmetry of information between it and consumers that 
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precluded consumers from taking action to avoid or mitigate injury. Equifax’s 

business acts and practices also took advantage of its special status as one the 

nation’s three major credit bureaus, making it functionally impossible for 

consumers to obtain credit without their Personal Information being in Equifax’s 

systems. 

849. Equifax’s inadequate data security had no countervailing benefit to 

consumers or to competition. 

850. Equifax intended to mislead Plaintiff and Massachusetts Subclass 

members and induce them to rely on its misrepresentations and omissions. 

Equifax’s representations and omissions were material because they were likely to 

deceive reasonable consumers about the adequacy of Equifax’s data security and 

ability to protect the confidentiality of consumers’ Personal Information. 

851. Equifax acted intentionally, knowingly, and maliciously to violate 

Massachusetts’s Consumer Protection Act, and recklessly disregarded Plaintiff and 

Massachusetts Subclass members’ rights. Equifax’s numerous past data breaches 

put it on notice that its security and privacy protections were inadequate. 

852. As a direct and proximate result of Equifax’s unfair and deceptive, 

Plaintiff and Massachusetts Subclass members have suffered and will continue to 

suffer injury, ascertainable losses of money or property, and monetary and non-
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monetary damages, including from fraud and identity theft; time and expenses 

related to monitoring their financial accounts for fraudulent activity; an increased, 

imminent risk of fraud and identity theft; and loss of value of their Personal 

Information. 

853. Plaintiff and Massachusetts Subclass members seek all monetary and 

non-monetary relief allowed by law, including actual damages, double or treble 

damages, injunctive or other equitable relief, and attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE MICHIGAN SUBCLASS 

COUNT 50  
 

MICHIGAN IDENTITY THEFT PROTECTION ACT, 

Mich. Comp. Laws Ann. §§ 445.72, et seq. 
 

854. The Michigan Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Michigan Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

855. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by Mich. Comp. Laws Ann. § 445.72(1). 

856. Plaintiff’s and Michigan Subclass members’ Personal Information 

(e.g., Social Security numbers) includes Personal Information as covered under 

Mich. Comp. Laws Ann. § 445.72(1).  
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857. Equifax is required to accurately notify Plaintiff and Michigan 

Subclass members if it discovers a security breach, or receives notice of a security 

breach (where unencrypted and unredacted Personal Information was accessed or 

acquired by unauthorized persons), without unreasonable delay under Mich. Comp. 

Laws Ann. § 445.72(1). 

858. Because Equifax discovered a security breach and had notice of a 

security breach (where unencrypted and unredacted Personal Information was 

accessed or acquired by unauthorized persons), Equifax had an obligation to 

disclose the Equifax data breach in a timely and accurate fashion as mandated by 

Mich. Comp. Laws Ann. § 445.72(4). 

859. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated Mich. Comp. Laws Ann. § 445.72(4). 

860. As a direct and proximate result of Equifax’s violations of Mich. 

Comp. Laws Ann. § 445.72(4), Plaintiff and Michigan Subclass members suffered 

damages, as described above.  

861. Plaintiff and Michigan Subclass members seek relief under Mich. 

Comp. Laws Ann. § 445.72(13), including a civil fine. 
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COUNT 51  
 

MICHIGAN CONSUMER PROTECTION ACT, 

Mich. Comp. Laws Ann. §§ 445.903, et seq. 
 

862. The Michigan Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Michigan Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

863. Equifax and Michigan Subclass members are “persons” as defined by 

Mich. Comp. Laws Ann. § 445.903(d). 

864. Equifax advertised, offered, or sold goods or services in Michigan and 

engaged in trade or commerce directly or indirectly affecting the people of 

Michigan, as defined by Mich. Comp. Laws Ann. § 445.903(g). 

865. Equifax engaged in unfair, unconscionable, and deceptive practices in 

the conduct of trade and commerce, in violation of Mich. Comp. Laws Ann. § 

445.903(1), including: 

a. Representing that its goods and services have characteristics, 

uses, and benefits that they do not have, in violation of Mich. 

Comp. Laws Ann. § 445.903(1)(c); 

b. Representing that its goods and services are of a particular 

standard or quality if they are of another in violation of Mich. 

Comp. Laws Ann. § 445.903(1)(e); 
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c. Making a representation or statement of fact material to the 

transaction such that a person reasonably believes the 

represented or suggested state of affairs to be other than it 

actually is, in violation of Mich. Comp. Laws Ann. § 

445.903(1)(bb); and 

d. Failing to reveal facts that are material to the transaction in light 

of representations of fact made in a positive matter, in violation 

of Mich. Comp. Laws Ann. § 445.903(1)(cc). 

866. Equifax’s unfair, unconscionable, and deceptive practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Michigan Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 
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c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Michigan 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Michigan Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Michigan Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Michigan 

Subclass members’ Personal Information; and 
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g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Michigan 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

867. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

868. Equifax intended to mislead Plaintiff and Michigan Subclass members 

and induce them to rely on its misrepresentations and omissions. 

869. Equifax acted intentionally, knowingly, and maliciously to violate 

Michigan’s Consumer Protection Act, and recklessly disregarded Plaintiff and 

Michigan Subclass members’ rights. Equifax’s numerous past data breaches put it 

on notice that its security and privacy protections were inadequate. 

870. As a direct and proximate result of Equifax’s unfair, unconscionable, 

and deceptive practices, Plaintiff and Michigan Subclass members have suffered 

and will continue to suffer injury, ascertainable losses of money or property, and 
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monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 

an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

871. Plaintiff and Michigan Subclass members seek all monetary and non-

monetary relief allowed by law, including the greater of actual damages or $250, 

injunctive relief, and any other relief that is just and proper. 

CLAIMS ON BEHALF OF THE MINNESOTA SUBCLASS 

COUNT 52  
 

MINNESOTA CONSUMER FRAUD ACT,  

Minn. Stat. §§ 325F.68, et seq. and Minn. Stat. §§ 8.31, et seq. 

 

872. The Minnesota Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Minnesota Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

873. Equifax, Plaintiff, and members of the Minnesota Subclass are each a 

“person” as defined by Minn. Stat. § 325F.68(3). 

874. Equifax’s goods, services, commodities, and intangibles are 

“merchandise” as defined by Minn. Stat. § 325F.68(2). 

875. Equifax engaged in “sales” as defined by Minn. Stat. § 325F.68(4). 
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876. Equifax engaged in fraud, false pretense, false promise, 

misrepresentation, misleading statements, and deceptive practices in connection 

with the sale of merchandise, in violation of Minn. Stat. § 325F.69(1), including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Minnesota Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Minnesota 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  
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d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Minnesota Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Minnesota Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Minnesota 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Minnesota 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 
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877. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

878. Equifax intended to mislead Plaintiff and Minnesota Subclass 

members and induce them to rely on its misrepresentations and omissions. 

879. Equifax’s fraudulent, misleading, and deceptive practices affected the 

public interest, including millions of Minnesotans affected by the Equifax Data 

Breach. 

880. As a direct and proximate result of Equifax’s fraudulent, misleading, 

and deceptive practices, Plaintiff and Minnesota Subclass members have suffered 

and will continue to suffer injury, ascertainable losses of money or property, and 

monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 

an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information.  

881. Plaintiff and Minnesota Subclass members seek all monetary and non-

monetary relief allowed by law, including damages; injunctive or other equitable 

relief; and attorneys’ fees, disbursements, and costs. 
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COUNT 53  
 

MINNESOTA UNIFORM DECEPTIVE TRADE PRACTICES ACT, 

Minn. Stat. §§ 325D.43, et seq. 
 

882. The Minnesota Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Minnesota Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

883. By engaging in deceptive trade practices in the course of its business 

and vocation, directly or indirectly affecting the people of Minnesota, Equifax 

violated Minn. Stat. § 325D.44, including the following provisions: 

a. Representing that its goods and services had characteristics, 

uses, and benefits that they did not have, in violation of Minn. 

Stat. § 325D.44(1)(5); 

b. Representing that goods and services are of a particular 

standard or quality when they are of another, in violation of 

Minn. Stat. § 325D.44(1)(7); 

c. Advertising goods and services with intent not to sell them as 

advertised, in violation of Minn. Stat. § 325D.44(1)(9); and 

d. Engaging in other conduct which similarly creates a likelihood 

of confusion or misunderstanding, in violation of Minn. Stat. § 

325D.44(1)(13). 
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884. Equifax’s deceptive practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Minnesota Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Minnesota 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Minnesota Subclass members’ 
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Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Minnesota Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Minnesota 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Minnesota 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

885. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 
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security and ability to protect the confidentiality of consumers’ Personal 

Information. 

886. Equifax intended to mislead Plaintiff and Minnesota Subclass 

members and induce them to rely on its misrepresentations and omissions. 

887. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Minnesota Subclass. Equifax accepted the responsibility 

of being a “steward of data” while keeping the inadequate state of its security 

controls secret from the public. Accordingly, because Equifax held itself out as 

having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the Minnesota Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 
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888. Equifax acted intentionally, knowingly, and maliciously to violate 

Minnesota’s Uniform Deceptive Trade Practices Act, and recklessly disregarded 

Plaintiff and Minnesota Subclass members’ rights. Equifax’s numerous past data 

breaches put it on notice that its security and privacy protections were inadequate. 

889. As a direct and proximate result of Equifax’s deceptive trade 

practices, Plaintiff and Minnesota Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

890. Plaintiff and Minnesota Subclass members seek all monetary and non-

monetary relief allowed by law, including injunctive relief and attorneys’ fees and 

costs. 
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CLAIMS ON BEHALF OF THE MISSISSIPPI SUBCLASS 

COUNT 54  
 

MISSISSIPPI CONSUMER PROTECTION ACT,  

Miss. Code §§ 75-24-1, et seq. 
 

891. The Mississippi Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Mississippi Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

892. Equifax is a “person,” as defined by Miss. Code § 75-24-3. 

893. Equifax advertised, offered, or sold goods or services in Mississippi 

and engaged in trade or commerce directly or indirectly affecting the people of 

Mississippi, as defined by Miss. Code § 75-24-3. 

894. Plaintiff has complied with all pre-conditions for bringing a private 

action under Miss. Code § 75-24-15. 

895. Equifax engaged in unfair and deceptive trade acts or practices, 

including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Mississippi Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 
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b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and 

Mississippi Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Mississippi Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Mississippi Subclass members’ Personal 
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Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and 

Mississippi Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and 

Mississippi Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

896. The above-described conduct violated Miss. Code Ann. § 75-24-5(2), 

including: 

a. Representing that goods or services have sponsorship, approval, 

characteristics, ingredients, uses, benefits, or quantities that 

they do not have; 
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b. Representing that goods or services are of a particular standard, 

quality, or grade, or that goods are of a particular style or 

model, if they are of another; and 

c. Advertising goods or services with intent not to sell them as 

advertised. 

897. Equifax intended to mislead Plaintiff and Mississippi Subclass 

members and induce them to rely on its misrepresentations and omissions. 

898. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

899. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Mississippi Subclass. Equifax accepted the 
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responsibility of being a “steward of data” while keeping the inadequate state of its 

security controls secret from the public. Accordingly, because Equifax held itself 

out as having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the Mississippi Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

900. Equifax had a duty to disclose the above-described facts due to the 

circumstances of this case, the sensitivity and extensivity of the Personal 

Information in its possession, and the generally accepted professional standards in 

the credit reporting industry, and the position of trust described in the immediately-

preceding paragraph. In addition, such a duty is implied by law due to the nature of 

the relationship between consumers—including Plaintiff and the Mississippi 

Subclass—and Equifax, because consumers are unable to fully protect their 

interests with regard to their data, and placed trust and confidence in Equifax. 

Equifax’s duty to disclose also arose from its:  

a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 384 of 575



369 

 

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the Mississippi Subclass that contradicted these representations.  

901. Equifax acted intentionally, knowingly, and maliciously to violate 

Mississippi’s Consumer Protection Act, and recklessly disregarded Plaintiff and 

Mississippi Subclass members’ rights. Equifax’s numerous past data breaches put 

it on notice that its security and privacy protections were inadequate. 

902. As a direct and proximate result of Equifax’s unfair and deceptive acts 

or practices and Plaintiff and Mississippi Subclass members’ purchase of goods or 

services primarily for personal, family, or household purposes, Plaintiff and 

Mississippi Subclass members have suffered and will continue to suffer injury, 

ascertainable losses of money or property, and monetary and non-monetary 

damages, including from fraud and identity theft; time and expenses related to 

monitoring their financial accounts for fraudulent activity; an increased, imminent 

risk of fraud and identity theft; and loss of value of their Personal Information.  

903. Equifax’s violations present a continuing risk to Plaintiff and 

Mississippi Subclass members as well as to the general public. 
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904. Plaintiff and Mississippi Subclass members seek seek all monetary 

and non-monetary relief allowed by law, including actual damages, restitution and 

other relief under Miss. Code § 75-24-11, injunctive relief, punitive damages, and 

reasonable attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE MISSOURI SUBCLASS 

COUNT 55  
 

MISSOURI MERCHANDISE PRACTICES ACT, 

Mo. Rev. Stat. §§ 407.010, et seq. 
 

905. The Missouri Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Missouri Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

906. Equifax is a “person” as defined by Mo. Rev. Stat. § 407.010(5). 

907. Equifax advertised, offered, or sold goods or services in Missouri and 

engaged in trade or commerce directly or indirectly affecting the people of 

Missouri, as defined by Mo. Rev. Stat. § 407.010(4), (6) and (7). 

908. Plaintiff and Missouri Subclass members purchased or leased goods 

or services primarily for personal, family, or household purposes. 

909. Equifax engaged in unlawful, unfair, and deceptive acts and practices, 

in connection with the sale or advertisement of merchandise in trade or commerce, 

in violation of Mo. Rev. Stat. § 407.020(1), including: 
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a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Missouri Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Missouri 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Missouri Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 
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e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Missouri Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Missouri 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Missouri 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

910. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 
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911. Equifax intended to mislead Plaintiff and Missouri Subclass members 

and induce them to rely on its misrepresentations and omissions. 

912. Equifax acted intentionally, knowingly, and maliciously to violate 

Missouri’s Merchandise Practices Act, and recklessly disregarded Plaintiff and 

Missouri Subclass members’ rights. Equifax’s numerous past data breaches put it 

on notice that its security and privacy protections were inadequate. 

913. As a direct and proximate result of Equifax’s unlawful, unfair, and 

deceptive acts and practices, Plaintiff and Missouri Subclass members have 

suffered and will continue to suffer injury, ascertainable losses of money or 

property, and monetary and non-monetary damages, including from fraud and 

identity theft; time and expenses related to monitoring their financial accounts for 

fraudulent activity; an increased, imminent risk of fraud and identity theft; and loss 

of value of their Personal Information. 

914. Plaintiff and Missouri Subclass members seek all monetary and non-

monetary relief allowed by law, including actual damages, punitive damages, 

attorneys’ fees and costs, injunctive relief, and any other appropriate relief. 
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CLAIMS ON BEHALF OF THE MONTANA SUBCLASS 

COUNT 56  
 

COMPUTER SECURITY BREACH LAW, 

Mont. Code Ann. §§ 30-14-1704(1), et seq. 
 

915. The Montana Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Montana Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

916. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by Mont. Code Ann. § 30-14-1704(4)(b). 

Equifax also maintains computerized data that includes Personal Information 

which Equifax does not own. Accordingly, it is subject to Mont. Code Ann. § 30-

14-1704(1) and (2). 

917. Plaintiff’s and Montana Subclass members’ Personal Information (e.g. 

Social Security numbers) includes Personal Information covered by Mont. Code 

Ann. § 30-14-1704(4)(b). 

918. Equifax is required to give immediate notice of a breach of security of 

a data system to owners of Personal Information which Equifax does not own, 

including Plaintiff and Montana Subclass members, pursuant to Mont. Code Ann. 

§ 30-14-1704(2).   
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919. Equifax is required to accurately notify Plaintiff and Montana 

Subclass members if it discovers a security breach, or receives notice of a security 

breach which may have compromised Personal Information which Equifax owns 

or licenses, without unreasonable delay under Mont. Code Ann. § 30-14-1704(1). 

920. Because Equifax was aware of a security breach, Equifax had an 

obligation to disclose the data breach as mandated by Mont. Code Ann. § 30-14-

1704(1) and (2). 

921. Pursuant to Mont. Code Ann. § 30-14-1705, violations of Mont. Code 

Ann. § 30-14-1704 are unlawful practices under Mont. Code Ann. § 30-14-103, 

Montana’s Consumer Protection Act. 

922. As a direct and proximate result of Equifax’s violations of Mont. 

Code Ann. § 30-14-1704(1) and (2), Plaintiff and Montana Subclass members 

suffered damages, as described above. 

923. Plaintiff and Montana Subclass members seek relief under Mont. 

Code Ann. § 30-14-133, including actual damages and injunctive relief. 
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COUNT 57  
 

MONTANA UNFAIR TRADE PRACTICES AND CONSUMER 

PROTECTION ACT,  

M.C.A. §§ 30-14-101, et seq. 
 

924. The Montana Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Montana Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

925. Equifax is a “person” as defined by MCA § 30-14-102(6). 

926. Plaintiff and Montana Subclass members are “consumers” as defined 

by MCA§ 30-14-102(1). 

927. Equifax advertised, offered, or sold goods or services in Montana and 

engaged in trade or commerce directly or indirectly affecting the people of 

Montana, as defined by MCA § 30-14-102(8). 

928. Equifax engaged in unfair and deceptive acts and practices in the 

conduct of trade or commerce, in violation MCA § 30-14-103, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Montana Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 
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b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Montana 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Montana Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Montana Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 
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U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Montana 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Montana 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

929. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

930. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 
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one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Montana Subclass. Equifax accepted the responsibility 

of being a “steward of data” while keeping the inadequate state of its security 

controls secret from the public. Accordingly, because Equifax held itself out as 

having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the Montana Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

931. Equifax’s acts described above are unfair and offend public policy; 

they are immoral, unethical, oppressive, unscrupulous, and substantially injurious 

to consumers.  

932. Equifax acted intentionally, knowingly, and maliciously to violate 

Montana’s Unfair Trade Practices and Consumer Protection Act, and recklessly 

disregarded Plaintiff and Montana Subclass members’ rights. Equifax’s numerous 

past data breaches put it on notice that its security and privacy protections were 

inadequate. 
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933. As a direct and proximate result of Equifax’s unfair methods of 

competition and unfair and deceptive acts and practices in the conduct of trade or 

commerce, Plaintiff and Montana Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

934. Plaintiff and Montana Subclass members seek all monetary and non-

monetary relief allowed by law, including the greater of (a) actual damages or (b) 

statutory damages of $500, treble damages, restitution, attorneys’ fees and costs, 

injunctive relief, and other relief that the Court deems appropriate. 

CLAIMS ON BEHALF OF THE NEBRASKA SUBCLASS 

COUNT 58  
 

NEBRASKA CONSUMER PROTECTION ACT,  

Neb. Rev. Stat. §§ 59-1601, et seq. 
 

935. The Nebraska Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Nebraska Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 
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936. Equifax and Nebraska Subclass members are each a “person” as 

defined by Neb. Rev. Stat. § 59-1601(1). 

937. Equifax advertised, offered, or sold goods or services in Nebraska and 

engaged in trade or commerce directly or indirectly affecting the people of 

Nebraska, as defined by Neb. Rev. Stat. § 59-1601. 

938. Equifax engaged in unfair and deceptive acts and practices in 

conducting trade and commerce, in violation of Neb. Rev. Stat. § 59-1602, 

including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Nebraska Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Nebraska 
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Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Nebraska Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Nebraska Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Nebraska 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 
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pertaining to the security and privacy of Plaintiff and Nebraska 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

939. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

940. As a direct and proximate result of Equifax’s unfair and deceptive acts 

and practices, Plaintiff and Nebraska Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

941. Equifax’s unfair and deceptive acts and practices complained of 

herein affected the public interest, including the large percentage of Nebraskans 

affected by the Equifax Data Breach. 
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942. Plaintiff and Nebraska Subclass members seek seek all monetary and 

non-monetary relief allowed by law, including injunctive relief, the greater of 

either (1) actual damages or (2) $1,000, civil penalties, and reasonable attorneys’ 

fees and costs. 

COUNT 59  
 

NEBRASKA UNIFORM DECEPTIVE TRADE PRACTICES ACT, 

Neb. Rev. Stat. §§ 87-301, et seq. 
 

943. The Nebraska Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Nebraska Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

944. Equifax and Nebraska Subclass members are “persons” as defined by 

Neb. Rev. Stat. § 87-301(19). 

945. Equifax advertised, offered, or sold goods or services in Nebraska and 

engaged in trade or commerce directly or indirectly affecting the people of 

Nebraska. 

946. Equifax engaged in deceptive trade practices in the course of its 

business, in violation of Neb. Rev. Stat. §§ 87-302(a)(5), (8), and (10), including: 

a. Represented that goods and services have characteristics, uses, 

benefits, or qualities that they do not have; 
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b. Represented that goods and services are of a particular standard, 

quality, or grade if they are of another; and 

c. Advertised its goods and services with intent not to sell them as 

advertised and in a manner calculated or tending to mislead or 

deceive. 

947. Equifax’s deceptive trade practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Nebraska Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Nebraska 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 
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§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Nebraska Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Nebraska Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Nebraska 

Subclass members’ Personal Information; and  

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Nebraska 

Subclass members’ Personal Information, including duties 

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 402 of 575



387 

 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

948. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

949. Equifax intended to mislead Plaintiff and Nebraska Subclass members 

and induce them to rely on its misrepresentations and omissions. 

950. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Nebraska Subclass. Equifax accepted the responsibility 

of being a “steward of data” while keeping the inadequate state of its security 

controls secret from the public. Accordingly, because Equifax held itself out as 

having a special role in the financial system with a corresponding duty of 
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trustworthiness and care, Plaintiff and the Nebraska Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

951. Equifax acted intentionally, knowingly, and maliciously to violate 

Nebraska’s Uniform Deceptive Trade Practices Act, and recklessly disregarded 

Plaintiff and Nebraska Subclass members’ rights. Equifax’s numerous past data 

breaches put it on notice that its security and privacy protections were inadequate. 

952. As a direct and proximate result of Equifax’s deceptive trade 

practices, Plaintiff and Nebraska Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information.  

953. Equifax’s deceptive trade practices complained of herein affected 

consumers at large, including the large percentage of Nebraskans affected by the 

Equifax Data Breach. 
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954. Plaintiff and Nebraska Subclass members seek all monetary and non-

monetary relief allowed by law, including injunctive relief, other equitable relief, 

civil penalties, and attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE NEVADA SUBCLASS 

COUNT 60  
 

NEVADA DECEPTIVE TRADE PRACTICES ACT, 

Nev. Rev. Stat. Ann. §§ 598.0903, et seq. 
 

955. The Nevada Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Nevada Subclass, repeats and alleges 

Paragraphs 1-313, as if fully alleged herein. 

956. Equifax advertised, offered, or sold goods or services in Nevada and 

engaged in trade or commerce directly or indirectly affecting the people of Nevada. 

957. Equifax engaged in deceptive trade practices in the course of its 

business or occupation, in violation of Nev. Rev. Stat. §§ 598.0915 and 598.0923, 

including: 

a. Knowingly making a false representation as to the 

characteristics, uses, and benefits of goods or services for sale 

in violation of Nev. Rev. Stat. § 598.0915(5); 
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b. Representing that goods or services for sale are of a particular 

standard, quality, or grade when Equifax knew or should have 

known that they are of another standard, quality, or grade in 

violation of Nev. Rev. Stat. § 598.0915(7); 

c. Advertising goods or services with intent not to sell them as 

advertised in violation of Nev. Rev. Stat § 598.0915(9); 

d. Failing to disclose a material fact in connection with the sale of 

goods or services in violation of Nev. Rev. Stat. § 

598.0923(A)(2); and 

e. Violating state and federal statutes or regulations relating to the 

sale of goods or services in violation of Nev. Rev. Stat. § 

598.0923(A)(3). 

958. Equifax’s deceptive trade practices in the course of its business or 

occupation include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Nevada Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 
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b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Nevada 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and Nevada’s 

data security statute, Nev. Rev. Stat. § 603A.210, which was a 

direct and proximate cause of the Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Nevada Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Nevada Subclass members’ Personal Information, 
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including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq.; and Nevada’s data security statute, Nev. Rev. Stat. § 

603A.210; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Nevada 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Subclass 

members’ Personal Information, including duties imposed by 

the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, the 

GLBA, 15 U.S.C. § 6801, et seq., and Nevada’s data security 

statute, Nev. Rev. Stat. § 603A.210.  

959. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 
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960. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Nevada Subclass. Equifax accepted the responsibility of 

being a “steward of data” while keeping the inadequate state of its security controls 

secret from the public. Accordingly, because Equifax held itself out as having a 

special role in the financial system with a corresponding duty of trustworthiness 

and care, Plaintiff and the Nevada Subclass members acted reasonably in relying 

on Equifax’s misrepresentations and omissions, the truth of which they could not 

have discovered. 

961. Equifax acted intentionally, knowingly, and maliciously to violate 

Nevada’s Deceptive Trade Practices Act, and recklessly disregarded Plaintiff and 

Nevada Subclass members’ rights. Equifax’s numerous past data breaches put it on 

notice that its security and privacy protections were inadequate. 
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962. As a direct and proximate result of Equifax’s deceptive trade 

practices, Plaintiff and Nevada Subclass members have suffered and will continue 

to suffer injury, ascertainable losses of money or property, and monetary and non-

monetary damages, including from fraud and identity theft; time and expenses 

related to monitoring their financial accounts for fraudulent activity; an increased, 

imminent risk of fraud and identity theft; and loss of value of their Personal 

Information. 

963. Plaintiff and Nevada Subclass members seek seek all monetary and 

non-monetary relief allowed by law, including damages, punitive damages, and 

attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE NEW HAMPSHIRE SUBCLASS 

COUNT 61  
 

NOTICE OF SECURITY BREACH, 

N.H. Rev. Stat. Ann. §§ 359-C:20(I)(A), et seq. 
 

964. The New Hampshire Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the New Hampshire 

Subclass, repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

965. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by N.H. Rev. Stat. Ann. § 359-C:20(I)(a). 
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966. Plaintiff’s and New Hampshire Subclass members’ Personal 

Information (e.g., Social Security numbers) includes Personal Information as 

covered under N.H. Rev. Stat. Ann. § 359-C:20(I)(a). 

967. Equifax is required to accurately notify Plaintiff and New Hampshire 

Subclass members if Equifax becomes aware of a breach of its data security system 

in which misuse of Personal Information has occurred or is reasonably likely to 

occur, as soon as possible under N.H. Rev. Stat. Ann. § 359-C:20(I)(a). 

968. Because Equifax was aware of a security breach in which misuse of 

Personal Information has occurred or is reasonably likely to occur, Equifax had an 

obligation to disclose the data breach in a timely and accurate fashion as mandated 

by N.H. Rev. Stat. Ann. § 359-C:20(I)(a). 

969. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated N.H. Rev. Stat. Ann. § 359-C:20(I)(a). 

970. As a direct and proximate result of Equifax’s violations of N.H. Rev. 

Stat. Ann. § 359-C:20(I)(a), Plaintiff and New Hampshire Subclass members 

suffered damages, as described above. 

971. Plaintiff and New Hampshire Subclass members seek relief under 

N.H. Rev. Stat. Ann. § 359-C:21(I), including actual damages and injunctive relief. 
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COUNT 62  
 

NEW HAMPSHIRE CONSUMER PROTECTION ACT, 

N.H.R.S.A. §§ 358-A, et seq. 
 

972. The New Hampshire Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the New Hampshire 

Subclass, repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

973. Equifax is a “person” under the New Hampshire Consumer 

Protection. 

974. Equifax advertised, offered, or sold goods or services in New 

Hampshire and engaged in trade or commerce directly or indirectly affecting the 

people of New Hampshire, as defined by N.H.R.S.A. § 358-A:1.  

975. Equifax engaged in unfair and deceptive acts or practices in the 

ordinary conduct of its trade or business, in violation of N.H.R.S.A. § 358-A:2, 

including: 

a. Representing that its goods or services have characteristics, 

uses, or benefits that they do not have in violation of 

N.H.R.S.A. § 358-A:2.V; 

b. Representing that its goods or services are of a particular 

standard or quality if they are of another in violation of 

N.H.R.S.A. § 358-A:2.VII; and 
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c. Advertising its goods or services with intent not to sell them as 

advertised in violation of N.H.R.S.A. § 358-A:2.IX. 

976. Equifax’s unfair and deceptive acts and practices include:  

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and New Hampshire 

Subclass members’ Personal Information, which was a direct 

and proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and New 

Hampshire Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach;  
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d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and New Hampshire Subclass 

members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and New Hampshire Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and New 

Hampshire Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and New 

Hampshire Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 
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977. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

978. Equifax acted intentionally, knowingly, and maliciously to violate 

New Hampshire’s Consumer Protection Act, and recklessly disregarded Plaintiff 

and New Hampshire Subclass members’ rights. Equifax’s numerous past data 

breaches put it on notice that its security and privacy protections were inadequate. 

Equifax’s acts and practices went beyond the realm of strictly private transactions. 

979. As a direct and proximate result of Equifax’s unfair and deceptive acts 

and practices, Plaintiff and New Hampshire Subclass members have suffered and 

will continue to suffer injury, ascertainable losses of money or property, and 

monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 

an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

980. Plaintiff and New Hampshire Subclass members seek all monetary 

and non-monetary relief allowed by law, including actual damages, punitive 
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damages, equitable relief (including injunctive relief), restitution, civil penalties, 

and attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE NEW JERSEY SUBCLASS 

COUNT 63  
 

NEW JERSEY CUSTOMER SECURITY BREACH  

DISCLOSURE ACT, 

N.J. Stat. Ann. §§ 56:8-163, et seq. 
 

981. The New Jersey Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the New Jersey Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

982. Equifax is a business that compiles or maintains computerized records 

that include Personal Information on behalf of another business under N.J. Stat. 

Ann. § 56:8-163(b). 

983. Plaintiff’s and New Jersey Subclass members’ Personal Information 

(including names, addresses, and Social Security numbers) includes Personal 

Information covered under N.J. Stat. Ann. §§ 56:8-163, et seq. 

984. Under N.J. Stat. Ann. § 56:8-163(b), “[a]ny business . . . that compiles 

or maintains computerized records that include Personal Information on behalf of 

another business or public entity shall notify that business or public entity, who 

shall notify its New Jersey customers . . . of any breach of security of the 

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 416 of 575



401 

 

computerized records immediately following discovery, if the Personal 

Information was, or is reasonably believed to have been, accessed by an 

unauthorized person.”  

985. Because Equifax discovered a breach of its security system in which 

Personal Information was, or is reasonably believed to have been, acquired by an 

unauthorized person and the Personal Information was not secured, Equifax had an 

obligation to disclose the Equifax data breach in a timely and accurate fashion as 

mandated under N.J. Stat. Ann. §§ 56:8-163, et seq. 

986. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated N.J. Stat. Ann. § 56:8-163(b). 

987. As a direct and proximate result of Equifax’s violations of N.J. Stat. 

Ann. § 56:8-163(b), Plaintiff and New Jersey Subclass members suffered the 

damages described above. 

988. Plaintiff and New Jersey Subclass members seek relief under N.J. 

Stat. Ann. § 56:8-19, including treble damages, attorneys’ fees and costs, and 

injunctive relief. 
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COUNT 64  
 

NEW JERSEY CONSUMER FRAUD ACT, 

N.J. Stat. Ann. §§ 56:8-1, et seq. 
 

989. The New Jersey Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the New Jersey Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

990. Equifax is a “person,” as defined by N.J. Stat. Ann. § 56:8-1(d). 

991. Equifax sells “merchandise,” as defined by N.J. Stat. Ann. § 56:8-1(c) 

& (e). 

992. The New Jersey Consumer Fraud Act, N.J. Stat. §§ 56:8-1, et seq., 

prohibits unconscionable commercial practices, deception, fraud, false pretense, 

false promise, misrepresentation, as well as the knowing concealment, suppression, 

or omission of any material fact with the intent that others rely on the concealment, 

omission, or fact, in connection with the sale or advertisement of any merchandise. 

993. Equifax’s unconscionable and deceptive practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and New Jersey Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 
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b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and New 

Jersey Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and New Jersey Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and New Jersey Subclass members’ Personal 
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Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Subclass 

members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and New 

Jersey Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

994. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

995. Equifax intended to mislead Plaintiff and New Jersey Subclass 

members and induce them to rely on its misrepresentations and omissions. 
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996. Equifax acted intentionally, knowingly, and maliciously to violate 

New Jersey’s Consumer Fraud Act, and recklessly disregarded Plaintiff and New 

Jersey Subclass members’ rights. Equifax’s numerous past data breaches put it on 

notice that its security and privacy protections were inadequate. 

997. As a direct and proximate result of Equifax’s unconscionable and 

deceptive practices, Plaintiff and New Jersey Subclass members have suffered and 

will continue to suffer injury, ascertainable losses of money or property, and 

monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 

an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

998. Plaintiff and New Jersey Subclass members seek all monetary and 

non-monetary relief allowed by law, including injunctive relief, other equitable 

relief, actual damages, treble damages, restitution, and attorneys’ fees, filing fees, 

and costs. 
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CLAIMS ON BEHALF OF THE NEW MEXICO SUBCLASS 

COUNT 65  
 

NEW MEXICO UNFAIR PRACTICES ACT, 

N.M. Stat. Ann. §§ 57-12-2, et seq. 
 

999. The New Mexico Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the New Mexico Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1000. Equifax is a “person” as meant by N.M. Stat. Ann. § 57-12-2. 

1001. Equifax was engaged in “trade” and “commerce” as meant by N.M. 

Stat. Ann. § 57-12-2(C) when engaging in the conduct alleged. 

1002. The New Mexico Unfair Practices Act, N.M. Stat. Ann. §§ 57-12-2, et 

seq., prohibits both unfair or deceptive trade practices and unconscionable trade 

practices in the conduct of any trade or commerce.  

1003. Equifax engaged in unconscionable, unfair, and deceptive acts and 

practices in connection with the sale of goods or services in the regular course of 

its trade or commerce, including the following: 

a. Knowingly representing that its goods and services have 

characteristics, benefits, or qualities that they do not have, in 

violation of N.M. Stat. Ann. § 57-12-2(D)(5); 
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b. Knowingly representing that its goods and services are of a 

particular standard or quality when they are of another in 

violation of N.M. Stat. Ann. § 57-12-2(D)(7); 

c. Knowingly using exaggeration, innuendo, or ambiguity as to a 

material fact or failing to state a material fact where doing so 

deceives or tends to deceive in violation of N.M. Stat. Ann. § 

57-12-2(D)(14); 

d. Taking advantage of the lack of knowledge, experience, or 

capacity of its consumers to a grossly unfair degree to 

Plaintiff’s and the New Mexico Subclass’ detriment in violation 

of N.M. Stat. Ann. § 57-2-12(E)(1); and 

e. Performing these acts and practices in a way that results in a 

gross disparity between the value received by Plaintiff and the 

New Mexico Subclass and the price paid, to their detriment, in 

violation of N.M. Stat. § 57-2-12(E)(2). 

1004. Equifax’s unfair, deceptive, and unconscionable acts and practices 

include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and New Mexico Subclass 
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members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and New 

Mexico Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and New 

Mexico statutes requiring protections for social security 

numbers, N.M. Stat. § 57-12B-3(D), and mandating reasonable 

data security, N.M. Stat. § 57-12C-4, which was a direct and 

proximate cause of the Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and New Mexico Subclass members’ 
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Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and New Mexico Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, the GLBA, 15 

U.S.C. § 6801, et seq., and New Mexico statutes requiring 

protections for social security numbers, N.M. Stat. § 57-12B-

3(D), and mandating reasonable data security, N.M. Stat. § 57-

12C-4; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and New 

Mexico Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and New 

Mexico Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 
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U.S.C. § 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and New 

Mexico statutes requiring protections for social security 

numbers, N.M. Stat. § 57-12B-3(D), and mandating reasonable 

data security, N.M. Stat. § 57-12C-4. 

1005. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1006. Equifax intended to mislead Plaintiff and New Mexico Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1007. Equifax acted intentionally, knowingly, and maliciously to violate 

New Mexico’s Unfair Practices Act, and recklessly disregarded Plaintiff and New 

Mexico Subclass members’ rights. Equifax’s numerous past data breaches put it on 

notice that its security and privacy protections were inadequate. 

1008. As a direct and proximate result of Equifax’s unfair, deceptive, and 

unconscionable trade practices, Plaintiff and New Mexico Subclass members have 

suffered and will continue to suffer injury, ascertainable losses of money or 

property, and monetary and non-monetary damages, including from fraud and 

identity theft; time and expenses related to monitoring their financial accounts for 
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fraudulent activity; an increased, imminent risk of fraud and identity theft; and loss 

of value of their Personal Information. 

1009. Plaintiff and New Mexico Subclass members seek all monetary and 

non-monetary relief allowed by law, including injunctive relief, actual damages or 

statutory damages of $100 (whichever is greater), treble damages or statutory 

damages of $300 (whichever is greater), and reasonable attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE NEW YORK SUBCLASS 

COUNT 66  
 

INFORMATION SECURITY BREACH AND NOTIFICATION ACT, 

N.Y. Gen. Bus. Law § 899-aa 
 

1010. The New York Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the New York Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1011. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by N.Y. Gen. Bus. Law § 899-aa(1)(a).  

Equifax also maintains computerized data that includes Private Information which 

Equifax does not own. Accordingly, it is subject to N.Y. Gen. Bus. Law §§ 899-

aa(2) and (3). 
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1012. Plaintiff’s and New York Subclass members’ Private Information (e.g. 

Social Security numbers) includes Private Information covered by N.Y. Gen. Bus. 

Law § 899-aa(1)(b). 

1013. Equifax is required to give immediate notice of a breach of security of 

a data system to owners of Personal Information which Equifax does not own, 

including Plaintiff and New York Subclass members, pursuant to N.Y. Gen. Bus. 

Law § 899-aa(3).   

1014. Equifax is required to accurately notify Plaintiff and Montana 

Subclass members if it discovers a security breach, or receives notice of a security 

breach which may have compromised Personal Information which Equifax owns 

or licenses, in the most expedient time possible and without unreasonable delay 

under N.Y. Gen. Bus. Law § 899-aa(2). 

1015. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated N.Y. Gen. Bus. Law §§ 899-aa(2) and (3). 

1016. As a direct and proximate result of Equifax’s violations of N.Y. Gen. 

Bus. Law §§ 899-aa(2) and (3), Plaintiff and New York Subclass members 

suffered damages, as described above. 

1017. Plaintiff and New York Subclass members seek relief under N.Y. 

Gen. Bus. Law § 899-aa(6)(b), including actual damages and injunctive relief. 
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COUNT 67  
 

NEW YORK GENERAL BUSINESS LAW, 

N.Y. Gen. Bus. Law §§ 349, et seq. 
 

1018. The New York Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the New York Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1019. Equifax engaged in deceptive acts or practices in the conduct of its 

business, trade, and commerce or furnishing of services, in violation of N.Y. Gen. 

Bus. Law § 349, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and New York Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and New York 
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Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and New York Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and New York Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and New York 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 
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pertaining to the security and privacy of Plaintiff and Subclass 

members’ Personal Information, including duties imposed by 

the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, 

and the GLBA, 15 U.S.C. § 6801, et seq. 

1020. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1021. Equifax acted intentionally, knowingly, and maliciously to violate 

New York’s General Business Law, and recklessly disregarded Plaintiff and New 

York Subclass members’ rights. Equifax’s numerous past data breaches put it on 

notice that its security and privacy protections were inadequate. 

1022. As a direct and proximate result of Equifax’s deceptive and unlawful 

acts and practices, Plaintiff and New York Subclass members have suffered and 

will continue to suffer injury, ascertainable losses of money or property, and 

monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 

an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 
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1023. Equifax’s deceptive and unlawful acts and practices complained of 

herein affected the public interest and consumers at large, including the millions of 

New Yorkers affected by the Equifax data breach. 

1024. The above deceptive and unlawful practices and acts by Equifax 

caused substantial injury to Plaintiff and New York Subclass members that they 

could not reasonably avoid.  

1025. Plaintiff and New York Subclass members seek seek all monetary and 

non-monetary relief allowed by law, including actual damages or statutory 

damages of $50 (whichever is greater), treble damages, injunctive relief, and 

attorney’s fees and costs. 

CLAIMS ON BEHALF OF THE NORTH CAROLINA SUBCLASS 

COUNT 68  
 

NORTH CAROLINA IDENTITY THEFT PROTECTION ACT, 

N.C. Gen. Stat. §§ 75-60, et seq. 
 

1026. The North Carolina Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the North Carolina Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1027. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by N.C. Gen. Stat. § 75-61(1). 
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1028. Plaintiff and North Carolina Subclass members are “consumers” as 

defined by N.C. Gen. Stat. § 75-61(2). 

1029. Equifax is required to accurately notify Plaintiff and North Carolina 

Subclass members if it discovers a security breach, or receives notice of a security 

breach (where unencrypted and unredacted Personal Information was accessed or 

acquired by unauthorized persons), without unreasonable delay under N.C. Gen. 

Stat. § 75-65. 

1030. Plaintiff’s and North Carolina Subclass members’ Personal 

Information includes Personal Information as covered under N.C. Gen. Stat. § 75-

61(10).  

1031. Because Equifax discovered a security breach and had notice of a 

security breach (where unencrypted and unredacted Personal Information was 

accessed or acquired by unauthorized persons), Equifax had an obligation to 

disclose the Equifax data breach in a timely and accurate fashion as mandated by 

N.C. Gen. Stat. § 75-65. 

1032. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated N.C. Gen. Stat. § 75-65. 

1033. A violation of N.C. Gen. Stat. § 75-65 is an unlawful trade practice 

under N.C. Gen. Stat. Art. 2A § 75-1.1. 
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1034. As a direct and proximate result of Equifax’s violations of N.C. Gen. 

Stat. § 75-65, Plaintiff and North Carolina Subclass members suffered damages, as 

described above.  

1035. Plaintiff and North Carolina Subclass members seek relief under N.C. 

Gen. Stat. §§ 75-16 and 16.1, including treble damages and attorney’s fees. 

COUNT 69  
 

NORTH CAROLINA UNFAIR TRADE PRACTICES ACT, 

N.C. Gen. Stat. Ann. §§ 75-1.1, et seq. 
 

1036. The North Carolina Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the North Carolina Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1037. Equifax advertised, offered, or sold goods or services in North 

Carolina and engaged in trade or commerce directly or indirectly affecting the 

people of North Carolina, as defined by N.C. Gen. Stat. Ann. § 75-1.1(b). 

1038. Equifax engaged in unfair and deceptive acts and practices in or 

affecting commerce, in violation of N.C. Gen. Stat. Ann. § 75-1.1, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and North Carolina 

Subclass members’ Personal Information, which was a direct 

and proximate cause of the Equifax data breach; 
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b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and North 

Carolina Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and North Carolina Subclass 

members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and North Carolina Subclass members’ Personal 
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Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and North 

Carolina Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and North 

Carolina Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1039. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1040. Equifax intended to mislead Plaintiff and North Carolina Subclass 

members and induce them to rely on its misrepresentations and omissions. 
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1041. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the North Carolina Subclass. Equifax accepted the 

responsibility of being a “steward of data” while keeping the inadequate state of its 

security controls secret from the public. Accordingly, because Equifax held itself 

out as having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the North Carolina Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

1042. Equifax acted intentionally, knowingly, and maliciously to violate 

North Carolina’s Unfair Trade Practices Act, and recklessly disregarded Plaintiff 

and North Carolina Subclass members’ rights. Equifax’s numerous past data 

breaches put it on notice that its security and privacy protections were inadequate. 
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1043. As a direct and proximate result of Equifax’s unfair and deceptive acts 

and practices, Plaintiff and North Carolina Subclass members have suffered and 

will continue to suffer injury, ascertainable losses of money or property, and 

monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 

an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

1044. Equifax’s conduct as alleged herein was continuous, such that after 

the first violations of the provisions pled herein, each week that the violations 

continued constitute separate offenses pursuant to N.C. Gen. Stat. Ann. § 75-8. 

1045. Plaintiff and North Carolina Subclass members seek all monetary and 

non-monetary relief allowed by law, including actual damages, treble damages, 

and attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE NORTH DAKOTA SUBCLASS 

COUNT 70  
 

NOTICE OF SECURITY BREACH FOR PERSONAL INFORMATION, 

N.D. Cent. Code §§ 51-30-02, et seq. 
 

1046. The North Dakota Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the North Dakota Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 
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1047. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by N.D. Cent. Code § 51-30-01(4). 

Equifax also maintains computerized data that includes Personal Information 

which Equifax does not own. Accordingly, it is subject to N.D. Cent. Code  §§ 51-

30-02 and 03. 

1048. Plaintiff’s and North Dakota Subclass members’ Personal Information 

(e.g. Social Security numbers) includes Personal Information covered by N.D. 

Cent. Code § 51-30-01(4).  

1049. Equifax is required to give immediate notice of a breach of security of 

a data system to owners of Personal Information which Equifax does not own, 

including Plaintiff and North Dakota Subclass members, pursuant to N.D. Cent. 

Code § 51-30-03.   

1050. Equifax is required to accurately notify Plaintiff and North Dakota 

Subclass members if it discovers a security breach, or receives notice of a security 

breach which may have compromised Personal Information which Equifax owns 

or licenses, in the most expedient time possible and without unreasonable delay 

under N.D. Cent. Code § 51-30-02.  
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1051. Because Equifax was aware of a security breach, Equifax had an 

obligation to disclose the data breach as mandated by N.D. Cent. Code §§ 51-30-

02 and 51-30-03. 

1052. Pursuant to N.D. Cent. Code § 51-30-07, violations of N.D. Cent. 

Code §§ 51-30-02 and 51-30-03 are unlawful sales or advertising practices which 

violate chapter 51-15 of the North Dakota Century Code. 

1053. As a direct and proximate result of Equifax’s violations of N.D. Cent. 

Code §§ 51-30-02 and 51-30-03, Plaintiff and North Dakota Subclass members 

suffered damages, as described above. 

1054. Plaintiff and North Dakota Subclass members seek relief under N.D. 

Cent. Code §§ 51-15-01 et seq., including actual damages and injunctive relief. 

COUNT 71  
 

NORTH DAKOTA UNLAWFUL SALES OR ADVERTISING ACT,  

N.D. Cent. Code §§ 51-15-01, et seq. 
 

1055. The North Dakota Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the North Dakota Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1056. Equifax, Plaintiff, and each member of the North Dakota Subclass is a 

“person,” as defined by N.D. Cent. Code § 51-15-01(4).  
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1057. Equifax sells and advertises “merchandise,” as defined by N.D. Cent. 

Code § 51-15-01(3) and (5).  

1058. Equifax advertised, offered, or sold goods or services in North Dakota 

and engaged in trade or commerce directly or indirectly affecting the people of 

North Dakota. 

1059. Equifax engaged in deceptive, false, fraudulent, misrepresentative, 

unconscionable, and substantially injurious acts and practices in connection with 

the sale and advertisement of merchandise, in violation of N.D. Cent. Code § 51-

15-01, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and North Dakota 

Subclass members’ Personal Information, which was a direct 

and proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 
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c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and North 

Dakota Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach;  

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and North Dakota Subclass 

members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and North Dakota Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 
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f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and North 

Dakota Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and North 

Dakota Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1060. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1061. The Equifax’s above-described acts and practices caused substantial 

injury to Plaintiff and North Dakota Subclass members that they could not 

reasonably avoid; this substantial injury outweighed any benefits to consumers or 

to competition. 

1062. Equifax intended to mislead Plaintiff and North Dakota Subclass 

members and induce them to rely on its misrepresentations and omissions. 
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1063. Equifax acted intentionally, knowingly, and maliciously to violate 

North Dakota’s Unlawful Sales or Advertising Law, and recklessly disregarded 

Plaintiff and North Dakota Subclass members’ rights. Equifax’s numerous past 

data breaches put it on notice that its security and privacy protections were 

inadequate. 

1064. As a direct and proximate result of Equifax’s deceptive, 

unconscionable, and substantially injurious practices, Plaintiff and North Dakota 

Subclass members have suffered and will continue to suffer injury, ascertainable 

losses of money or property, and monetary and non-monetary damages, including 

from fraud and identity theft; time and expenses related to monitoring their 

financial accounts for fraudulent activity; an increased, imminent risk of fraud and 

identity theft; and loss of value of their Personal Information. 

1065. Plaintiff and North Dakota Subclass members seek all monetary and 

non-monetary relief allowed by law, including injunctive relief, damages, 

restitution, treble damages, civil penalties, and attorneys’ fees, costs, and 

disbursements. 
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CLAIMS ON BEHALF OF THE OHIO SUBCLASS 

COUNT 72  
 

OHIO CONSUMER SALES PRACTICES ACT, 

Ohio Rev. Code §§ 1345.01, et seq. 
 

1066. The Ohio Plaintiff(s) identified above (“Plaintiff,” for purposes of this 

Count), individually and on behalf of the Ohio Subclass, repeats and alleges 

Paragraphs 1-313, as if fully alleged herein. 

1067. Plaintiff and Ohio Subclass members are “persons,” as defined by 

Ohio Rev. Code § 1345.01(B). 

1068. Equifax was a “supplier” engaged in “consumer transactions,” as 

defined by Ohio Rev. Code §§ 1345.01(A) & (C). 

1069. Equifax advertised, offered, or sold goods or services in Ohio and 

engaged in trade or commerce directly or indirectly affecting the people of Ohio. 

1070. Equifax engaged in unfair and deceptive acts and practices in 

connection with a consumer transaction, in violation of Ohio Rev. Code §§ 

1345.02, including:  

a. Equifax represented that its goods, services, and intangibles had 

performance characteristics, uses, and benefits that it did not 

have, in violation of Ohio Rev. Code § 1345.02(B)(1); and 
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b. Equifax represented that its goods, services, and intangibles 

were of a particular standard or quality when they were not, in 

violation of Ohio Rev. Code § 1345(B)(2). 

1071. Equifax engaged in unconscionable acts and practices in connection 

with a consumer transaction, in violation of Ohio Rev. Code Ann. § 1345.03, 

including: 

a. Knowingly taking advantage of the inability of Plaintiff and the 

Ohio Subclass to reasonably protect their interest because of 

their ignorance of the issues discussed herein (Ohio Rev. Code 

Ann. § 1345.03(B)(1)); and 

b. Requiring Plaintiff and the Ohio Subclass to enter into a 

consumer transaction on terms that Equifax knew were 

substantially one-sided in favor of Equifax (Ohio Rev. Code 

Ann. § 1345.03(B)(5)). 

1072. Equifax’s unfair, deceptive, and unconscionable acts and practices 

include:  

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Ohio Subclass 
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members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Ohio 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq.; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Ohio Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Ohio Subclass members’ Personal Information, 
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including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Ohio 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Ohio 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1073. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1074. Equifax intended to mislead Plaintiff and Ohio Subclass members and 

induce them to rely on its misrepresentations and omissions. 
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1075. Equifax acted intentionally, knowingly, and maliciously to violate 

Ohio’s Consumer Sales Practices Act, and recklessly disregarded Plaintiff and 

Ohio Subclass members’ rights. Equifax’s numerous past data breaches put it on 

notice that its security and privacy protections were inadequate. 

1076. Equifax’s unfair, deceptive, and unconscionable acts and practices 

complained of herein affected the public interest, including the millions of Ohioans 

affected by the Equifax Data Breach. 

1077. As a direct and proximate result of Equifax’s unfair, deceptive, and 

unconscionable acts and practices, Plaintiff and Ohio Subclass members have 

suffered and will continue to suffer injury, ascertainable losses of money or 

property, and monetary and non-monetary damages, including from fraud and 

identity theft; time and expenses related to monitoring their financial accounts for 

fraudulent activity; an increased, imminent risk of fraud and identity theft; and loss 

of value of their Personal Information. 

1078. Plaintiff and the Ohio Subclass members seek all monetary and non-

monetary relief allowed by law, including declaratory and injunctive relief, the 

greater of actual and treble damages or statutory damages, attorneys’ fees and 

costs, and any other appropriate relief. 
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COUNT 73  
 

OHIO DECEPTIVE TRADE PRACTICES ACT, 

Ohio Rev. Code §§ 4165.01, et seq. 
 

1079. The Ohio Plaintiff(s) identified above (“Plaintiff,” for purposes of this 

Count), individually and on behalf of the Ohio Subclass, repeats and alleges 

Paragraphs 1-313, as if fully alleged herein. 

1080. Equifax, Plaintiff, and Ohio Subclass members are a “person,” as 

defined by Ohio Rev. Code § 4165.01(D). 

1081. Equifax advertised, offered, or sold goods or services in Ohio and 

engaged in trade or commerce directly or indirectly affecting the people of Ohio. 

1082. Equifax engaged in deceptive trade practices in the course of its 

business and vocation, in violation of Ohio Rev. Code § 4165.02, including:  

a. Representing that its goods and services have characteristics, 

uses, benefits, or qualities that they do not have, in violation of 

Ohio Rev. Code § 4165.02(A)(7); 

b. Representing that its goods and services are of a particular 

standard or quality when they are of another, in violation of 

Ohio Rev. Code § 4165.02(A)(9); and 

c. Advertising its goods and services with intent not to sell them 

as advertise, in violation of Ohio Rev. Code § 4165.02(A)(11). 
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1083. Equifax’s deceptive trade practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Ohio Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Ohio 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq.; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Ohio Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 
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e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Ohio Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Ohio 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Ohio 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1084. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 
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1085. Equifax intended to mislead Plaintiff and Ohio Subclass members and 

induce them to rely on its misrepresentations and omissions. 

1086. Equifax acted intentionally, knowingly, and maliciously to violate 

Ohio’s Deceptive Trade Practices Act, and recklessly disregarded Plaintiff and 

Ohio Subclass members’ rights. Equifax’s numerous past data breaches put it on 

notice that its security and privacy protections were inadequate. 

1087. As a direct and proximate result of Equifax’s deceptive trade 

practices, Plaintiff and Ohio Subclass members have suffered and will continue to 

suffer injury, ascertainable losses of money or property, and monetary and non-

monetary damages, including from fraud and identity theft; time and expenses 

related to monitoring their financial accounts for fraudulent activity; an increased, 

imminent risk of fraud and identity theft; and loss of value of their Personal 

Information. 

1088. Plaintiff and Ohio Subclass members seek all monetary and non-

monetary relief allowed by law, including injunctive relief, actual damages, 

attorneys’ fees, and any other relief that is just and proper. 
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CLAIMS ON BEHALF OF THE OKLAHOMA SUBCLASS 

COUNT 74  
 

OKLAHOMA CONSUMER PROTECTION ACT, 

Okla. Stat. Tit. 15, §§ 751, et seq. 

 

1089. The Oklahoma Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Oklahoma Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1090. Equifax is a “person,” as meant by Okla. Stat. tit. 15, § 752(1). 

1091. Equifax’s advertisements, offers of sales, sales, and distribution of 

goods, services, and other things of value constituted “consumer transactions” as 

meant by Okla. Stat. tit. 15, § 752(2). 

1092. Equifax, in the course of its business, engaged in unlawful practices in 

violation of Okla. Stat. tit. 15, § 753, including the following: 

a. Making false representations, knowingly or with reason to 

know, as to the characteristics, uses, and benefits of the subjects 

of its consumer transactions, in violation of Okla. Stat. tit. 15, § 

753(5); 

b. Representing, knowingly or with reason to know, that the 

subjects of its consumer transactions were of a particular 

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 454 of 575



439 

 

standard when they were of another, in violation of Okla. Stat. 

tit 15, § 753(7); 

c. Advertising, knowingly or with reason to know, the subjects of 

its consumer transactions with intent not to sell as advertised, in 

violation of Okla. Stat. tit 15, § 753 (8);  

d. Committing unfair trade practices that offend established public 

policy and was immoral, unethical, oppressive, unscrupulous, 

and substantially injurious to consumers as defined by section 

752(14), in violation of Okla. Stat. tit. 15, § 753(20); and 

e. Committing deceptive trade practices that deceived or could 

reasonably be expected to deceive or mislead a person to the 

detriment of that person as defined by section 752(13), in 

violation of Okla. Stat. tit. 15, § 753(20). 

1093. Equifax’s unlawful practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Oklahoma Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 
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b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Oklahoma 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq.; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Oklahoma Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Oklahoma Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 
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U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Oklahoma 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Oklahoma 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1094. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1095. Equifax intended to mislead Plaintiff and Oklahoma Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1096. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 
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unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Oklahoma Subclass. Equifax accepted the responsibility 

of being a “steward of data” while keeping the inadequate state of its security 

controls secret from the public. Accordingly, because Equifax held itself out as 

having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the Oklahoma Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

1097. The above unlawful practices and acts by Equifax were immoral, 

unethical, oppressive, unscrupulous, and substantially injurious. These acts caused 

substantial injury to Plaintiff and Oklahoma Subclass members. 

1098. Equifax acted intentionally, knowingly, and maliciously to violate 

Oklahoma’s Consumer Protection Act, and recklessly disregarded Plaintiff and 

Oklahoma Subclass members’ rights. Equifax’s numerous past data breaches put it 

on notice that its security and privacy protections were inadequate. 
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1099. As a direct and proximate result of Equifax’s unlawful practices, 

Plaintiff and Oklahoma Subclass members have suffered and will continue to 

suffer injury, ascertainable losses of money or property, and monetary and non-

monetary damages, including from fraud and identity theft; time and expenses 

related to monitoring their financial accounts for fraudulent activity; an increased, 

imminent risk of fraud and identity theft; and loss of value of their Personal 

Information. 

1100. Plaintiff and Oklahoma Subclass members seek all monetary and non-

monetary relief allowed by law, including actual damages, civil penalties, and 

attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE OREGON SUBCLASS 

COUNT 75  
 

OREGON CONSUMER IDENTITY THEFT PROTECTION ACT, 

Or. Rev. Stat. §§ 646A.604(1), et seq. 
 

1101. The Oregon Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Oregon Subclass, repeats and alleges 

Paragraphs 1-313, as if fully alleged herein. 

1102. Equifax is a business that maintains records which contain Personal 

Information, within the meaning of Or. Rev. Stat. § 646A.622(1), about Plaintiff 

and Oregon Subclass members. 
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1103. Pursuant to Or. Rev. Stat. § 646A.622(1), a business “that maintains 

records which contain Personal Information” of an Oregon resident “shall 

implement and maintain reasonable security measures to protect those records 

from unauthorized access, acquisition, destruction, use, modification or 

disclosure.” 

1104. Equifax violated Or. Rev. Stat. § 646A.622(1) by failing to implement 

reasonable measures to protect Plaintiff’s and Oregon Subclass members’ Personal 

Information. 

1105. Equifax is a business that owns, maintains, or otherwise possesses 

data that includes consumers Personal Information as defined by Or. Rev. Stat. 

§ 646A.604(1). 

1106. Plaintiff’s and Oregon Subclass members’ Personal Information 

includes Personal Information as covered under Or. Rev. Stat. § 646A.604(1). 

1107. Equifax is required to accurately notify Plaintiff and Oregon Subclass 

members if it becomes aware of a breach of its data security system in the most 

expeditious time possible and without unreasonable delay under Or. Rev. Stat. 

§ 646A.604(1). 
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1108. Because Equifax discovered a breach of its security system, it had an 

obligation to disclose the data breach in a timely and accurate fashion as mandated 

by Or. Rev. Stat. § 646A.604(1). 

1109. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated Or. Rev. Stat. § 646A.604(1). 

1110. Pursuant to Or. Rev. Stat. § 646A.604(9), violations of Or. Rev. Stat. 

§§ 646A.604(1) and 646A.622(1) are unlawful practices under Or. Rev. Stat. 

§ 646.607. 

1111. As a direct and proximate result of Equifax’s violations of Or. Rev. 

Stat. §§ 646A.604(1) and 646A.622(1), Plaintiff and Oregon Subclass members 

suffered damages, as described above. 

1112. Plaintiff and Oregon Subclass members seek relief under Or. Rev. 

Stat. § 646.638, including actual damages, punitive damages, and injunctive relief. 

COUNT 76  
 

OREGON UNLAWFUL TRADE PRACTICES ACT, 

Or. Rev. Stat. §§ 646.608, et seq. 
 

1113. The Oregon Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Oregon Subclass, repeats and alleges 

Paragraphs 1-313, as if fully alleged herein. 

1114. Equifax is a “person,” as defined by Or. Rev. Stat. § 646.605(4). 
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1115. Equifax engaged in the sale of “goods and services,” as defined by Or. 

Rev. Stat. § 646.605(6)(a). 

1116. Equifax sold “goods or services,” as defined by Or. Rev. Stat. § 

646.605(6)(a). 

1117. Equifax advertised, offered, or sold goods or services in Oregon and 

engaged in trade or commerce directly or indirectly affecting the people of Oregon. 

1118. Equifax engaged in unlawful practices in the course of its business 

and occupation, in violation of Or. Rev. Stat. § 646.608, included the following: 

a. Representing that its goods and services have approval, 

characteristics, uses, benefits, and qualities that they do not 

have, in violation of Or. Rev. Stat. § 646.608(1)(e); 

b. Representing that its goods and services are of a particular 

standard or quality if they are of another, in violation of Or. 

Rev. Stat. § 646.608(1)(g); 

c. Advertising its goods or services with intent not to provide 

them as advertised, in violation of Or. Rev. Stat. § 

646.608(1)(i); and 
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d. Concurrent with tender or delivery of its goods and services, 

failing to disclose any known material defect, in violation of 

Or. Rev. Stat. § 646.608(1)(t).  

1119. Equifax’s unlawful practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Oregon Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Oregon 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and Oregon’s 

Consumer Identity Theft Protection Act, Or. Rev. Stat. §§ 
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646A.600, et seq., which was a direct and proximate cause of 

the Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Oregon Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Oregon Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, the GLBA, 15 U.S.C. § 6801, et 

seq., and Oregon’s Consumer Identity Theft Protection Act, Or. 

Rev. Stat. §§ 646A.600, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Oregon 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Oregon 
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Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and Oregon’s 

Consumer Identity Theft Protection Act, Or. Rev. Stat. §§ 

646A.600, et seq. 

1120. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1121. Equifax intended to mislead Plaintiff and Oregon Subclass members 

and induce them to rely on its misrepresentations and omissions. 

1122. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Oregon Subclass. Equifax accepted the responsibility of 
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being a “steward of data” while keeping the inadequate state of its security controls 

secret from the public. Accordingly, because Equifax held itself out as having a 

special role in the financial system with a corresponding duty of trustworthiness 

and care, Plaintiff and the Oregon Subclass members acted reasonably in relying 

on Equifax’s misrepresentations and omissions, the truth of which they could not 

have discovered. 

1123. Equifax acted intentionally, knowingly, and maliciously to violate 

Oregon’s Unlawful Trade Practices Act, and recklessly disregarded Plaintiff and 

Oregon Subclass members’ rights. Equifax’s numerous past data breaches put it on 

notice that its security and privacy protections were inadequate. 

1124. As a direct and proximate result of Equifax’s unlawful practices, 

Plaintiff and Oregon Subclass members have suffered and will continue to suffer 

injury, ascertainable losses of money or property, and monetary and non-monetary 

damages, including from fraud and identity theft; time and expenses related to 

monitoring their financial accounts for fraudulent activity; an increased, imminent 

risk of fraud and identity theft; and loss of value of their Personal Information. 

1125. Plaintiff and Oregon Subclass members seek all monetary and non-

monetary relief allowed by law, including equitable relief, actual damages or 
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statutory damages of $200 per violation (whichever is greater), punitive damages, 

and reasonable attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE PENNSYLVANIA SUBCLASS 

COUNT 77  
 

PENNSYLVANIA UNFAIR TRADE PRACTICES AND  

CONSUMER PROTECTION LAW,  

73 Pa. Cons. Stat. §§ 201-2 & 201-3, et seq. 
 

1126. The Pennsylvania Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the Pennsylvania Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1127. Equifax is a “person”, as meant by 73 Pa. Cons. Stat. § 201-2(2). 

1128. Plaintiff and Pennsylvania Subclass members purchased goods and 

services in “trade” and “commerce,” as meant by 73 Pa. Cons. Stat. § 201-2(3), 

primarily for personal, family, and/or household purposes. 

1129. Equifax Pennsylvania engaged in unfair methods of competition and 

unfair or deceptive acts or practices in the conduct of its trade and commerce in 

violation of 73 Pa. Cons. Stat. Ann. § 201-3, including the following: 

a. Representing that its goods and services have characteristics, 

uses, benefits, and qualities that they do not have (73 Pa. Stat. 

Ann. § 201-2(4)(v)); 
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b. Representing that its goods and services are of a particular 

standard or quality if they are another (73 Pa. Stat. Ann. § 201-

2(4)(vii)); and 

c. Advertising its goods and services with intent not to sell them 

as advertised (73 Pa. Stat. Ann. § 201-2(4)(ix)). 

1130. Equifax’s unfair or deceptive acts and practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Pennsylvania Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and 

Pennsylvania Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 
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FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq.; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Pennsylvania Subclass 

members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Pennsylvania Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and 

Pennsylvania Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and 

Pennsylvania Subclass members’ Personal Information, 
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including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq. 

1131. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1132. Equifax intended to mislead Plaintiff and Pennsylvania Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1133. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Pennsylvania Subclass. Equifax accepted the 

responsibility of being a “steward of data” while keeping the inadequate state of its 

security controls secret from the public. Accordingly, because Equifax held itself 
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out as having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the Pennsylvania Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

1134. Equifax acted intentionally, knowingly, and maliciously to violate 

Pennsylvania Unfair Trade Practices and Consumer Protection Law, and recklessly 

disregarded Plaintiff and Pennsylvania Subclass members’ rights. Equifax’s 

numerous past data breaches put it on notice that its security and privacy 

protections were inadequate. 

1135. As a direct and proximate result of Equifax’s unfair methods of 

competition and unfair or deceptive acts or practices and Plaintiff’s and the 

Pennsylvania Subclass’ reliance on them, Plaintiff and Pennsylvania Subclass 

members have suffered and will continue to suffer injury, ascertainable losses of 

money or property, and monetary and non-monetary damages, including from 

fraud and identity theft; time and expenses related to monitoring their financial 

accounts for fraudulent activity; an increased, imminent risk of fraud and identity 

theft; and loss of value of their Personal Information. 

1136. Plaintiff and Pennsylvania Subclass members seek all monetary and 

non-monetary relief allowed by law, including actual damages or statutory 
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damages of $100 (whichever is greater), treble damages, attorneys’ fees and costs, 

and any additional relief the Court deems necessary or proper. 

CLAIMS ON BEHALF OF THE PUERTO RICO SUBCLASS 

COUNT 78  
 

CITIZEN INFORMATION ON DATA BANKS SECURITY ACT, 

P.R. Laws Ann. tit. 10, §§ 4051, et seq. 
 

1137. Plaintiffs, on behalf of the Puerto Rico Subclass, repeat and allege 

Paragraphs 1-313, as if fully alleged herein. 

1138. Equifax is the owner and custodian of databases that include Personal 

Information as defined by P.R. Laws Ann. tit. 10, § 4051(a), and is therefore 

subject to. P.R. Laws Ann. tit. 10, § 4052. 

1139. Plaintiff’s and Puerto Rico Subclass members’ Personal Information 

(e.g., Social Security numbers) includes personal identifying information as 

covered under P.R. Laws Ann. tit. 10, § 4051(a). 

1140. Equifax is required to accurately notify Plaintiff and Puerto Rico 

Subclass members following discovery or notification of a breach of its data 

security system as expeditiously as possible under P.R. Laws Ann. tit. 10, § 4052. 

1141. Because Equifax discovered a breach of its data security system, 

Equifax had an obligation to disclose the Equifax data breach in a timely and 

accurate fashion as mandated by P.R. Laws Ann. tit. 10, § 4052. 
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1142. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated P.R. Laws Ann. tit. 10, § 4052. 

1143. As a direct and proximate result of Equifax’s violations of P.R. Laws 

Ann. tit. 10, § 4052, Plaintiff and Puerto Rico Subclass members suffered 

damages, as described above. 

1144. Plaintiff and Puerto Rico Subclass members seek relief under P.R. 

Laws Ann. tit. 10, § 4055, including actual damages and injunctive relief. 

CLAIMS ON BEHALF OF THE RHODE ISLAND SUBCLASS 

COUNT 79  
 

RHODE ISLAND DECEPTIVE TRADE PRACTICES ACT,  

R.I. Gen. Laws §§ 6-13.1, et seq. 
 

1145. The Rhode Island Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the Rhode Island Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1146. Plaintiff and Rhode Island Subclass members are each a “person,” as 

defined by R.I. Gen. Laws § 6-13.1-1(3). 

1147. Plaintiff and Rhode Island Subclass members purchased goods and 

services for personal, family, or household purposes.  
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1148. Equifax advertised, offered, or sold goods or services in Rhode Island 

and engaged in trade or commerce directly or indirectly affecting the people of 

Rhode Island, as defined by R.I. Gen. Laws § 6-13.1-1(5). 

1149. Equifax engaged in unfair and deceptive acts and practices, in 

violation of R.I. Gen. Laws § 6-13.1-2, including: 

a. Representing that its goods and services have characteristics, 

uses, and benefits that they do not have (R.I. Gen. Laws § 6-

13.1-52(6)(v)); 

b. Representing that its goods and services are of a particular 

standard or quality when they are of another (R.I. Gen. Laws § 

6-13.1-52(6)(vii)); 

c. Advertising goods or services with intent not to sell them as 

advertised (R.I. Gen. Laws § 6-13.1-52(6)(ix)); 

d. Engaging in any other conduct that similarly creates a 

likelihood of confusion or misunderstanding (R.I. Gen. Laws § 

6-13.1-52(6)(xii)); 

e. Engaging in any act or practice that is unfair or deceptive to the 

consumer (R.I. Gen. Laws § 6-13.1-52(6)(xiii)); and 

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 474 of 575



459 

 

f. Using other methods, acts, and practices that mislead or deceive 

members of the public in a material respect (R.I. Gen. Laws § 

6-13.1-52(6)(xiv)). 

1150. Equifax’s unfair and deceptive acts include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Rhode Island Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Rhode 

Island Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and the 

Rhode Island Identity Theft Protection Act of 2015, R.I. Gen. 
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Laws § 11-49.3-2, which was a direct and proximate cause of 

the Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Rhode Island Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Rhode Island Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, the GLBA, 15 

U.S.C. § 6801, et seq., and the Rhode Island Identity Theft 

Protection Act of 2015, R.I. Gen. Laws § 11-49.3-2; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Rhode 

Island Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Rhode 
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Island Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and the 

Rhode Island Identity Theft Protection Act of 2015, R.I. Gen. 

Laws § 11-49.3-2. 

1151. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1152. Equifax intended to mislead Plaintiff and Rhode Island Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1153. Equifax acted intentionally, knowingly, and maliciously to violate 

Rhode Island’s Deceptive Trade Practices Act, and recklessly disregarded Plaintiff 

and Rhode Island Subclass members’ rights. Equifax’s numerous past data 

breaches put it on notice that its security and privacy protections were inadequate. 

1154. As a direct and proximate result of Equifax’s unfair and deceptive 

acts, Plaintiff and Rhode Island Subclass members have suffered and will continue 

to suffer injury, ascertainable losses of money or property, and monetary and non-

monetary damages, including from fraud and identity theft; time and expenses 
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related to monitoring their financial accounts for fraudulent activity; an increased, 

imminent risk of fraud and identity theft; and loss of value of their Personal 

Information. 

1155. Plaintiff and Rhode Island Subclass members seek all monetary and 

non-monetary relief allowed by law, including actual damages or statutory 

damages of $200 per Subclass Member (whichever is greater), punitive damages, 

injunctive relief, other equitable relief, and attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE SOUTH CAROLINA SUBCLASS 

COUNT 80  
 

SOUTH CAROLINA DATA BREACH SECURITY ACT,  

S.C. Code Ann. §§ 39-1-90, et seq. 
 

1156. The South Carolina Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the South Carolina Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1157. Equifax is a business that owns or licenses computerized data or other 

data that includes personal identifying information as defined by S.C. Code Ann. 

§ 39-1-90(A). 

1158. Plaintiff’s and South Carolina Subclass members’ Personal 

Information (e.g., Social Security numbers) includes personal identifying 

information as covered under S.C. Code Ann. § 39-1-90(D)(3). 
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1159. Equifax is required to accurately notify Plaintiff and South Carolina 

Subclass members following discovery or notification of a breach of its data 

security system if Personal Information that was not rendered unusable through 

encryption, redaction, or other methods was, or was reasonably believed to have 

been, acquired by an unauthorized person, creating a material risk of harm, in the 

most expedient time possible and without unreasonable delay under S.C. Code 

Ann. § 39-1-90(A). 

1160. Because Equifax discovered a breach of its data security system in 

which Personal Information that was not rendered unusable through encryption, 

redaction, or other methods, was, or was reasonably believed to have been, 

acquired by an unauthorized person, creating a material risk of harm, Equifax had 

an obligation to disclose the Equifax data breach in a timely and accurate fashion 

as mandated by S.C. Code Ann. § 39-1-90(A). 

1161. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated S.C. Code Ann. § 39-1-90(A). 

1162. As a direct and proximate result of Equifax’s violations of S.C. Code 

Ann. § 39-1-90(A), Plaintiff and South Carolina Subclass members suffered 

damages, as described above. 
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1163. Plaintiff and South Carolina Subclass members seek relief under S.C. 

Code Ann. § 39-1-90(G), including actual damages and injunctive relief. 

COUNT 81  
 

SOUTH CAROLINA UNFAIR TRADE PRACTICES ACT, 

S.C. Code Ann. §§ 39-5-10, et seq. 
 

1164. The South Carolina Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the South Carolina Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1165. Equifax is a “person,” as defined by S.C. Code Ann. § 39-5-10(a). 

1166. South Carolina’s Unfair Trade Practices Act (SC UTPA) prohibits 

“unfair or deceptive acts or practices in the conduct of any trade or commerce.” 

S.C. Code Ann. § 39-5-20.  

1167. Equifax advertised, offered, or sold goods or services in South 

Carolina and engaged in trade or commerce directly or indirectly affecting the 

people of South Carolina, as defined by S.C. Code Ann. § 39-5-10(b). 

1168. Equifax engaged in unfair and deceptive acts and practices, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and South Carolina 

Subclass members’ Personal Information, which was a direct 

and proximate cause of the Equifax data breach; 
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b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and South 

Carolina Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and South Carolina Subclass 

members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and South Carolina Subclass members’ Personal 
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Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and South 

Carolina Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and South 

Carolina Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1169. Equifax’s acts and practices had, and continue to have, the tendency 

or capacity to deceive. 

1170. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 482 of 575



467 

 

1171. Equifax intended to mislead Plaintiff and South Carolina Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1172. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the South Carolina Subclass. Equifax accepted the 

responsibility of being a “steward of data” while keeping the inadequate state of its 

security controls secret from the public. Accordingly, because Equifax held itself 

out as having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the South Carolina Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

1173. Equifax had a duty to disclose the above-described facts due to the 

circumstances of this case, the sensitivity and extensivity of the Personal 

Information in its possession, and the generally accepted professional standards in 
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the credit reporting industry. Such a duty is also implied by law due to the nature 

of the relationship between consumers—including Plaintiff and the South Carolina 

Subclass—and Equifax, because consumers are unable to fully protect their 

interests with regard to the Personal Information in Equifax’s possession, and place 

trust and confidence in Equifax. Equifax’s duty to disclose also arose from its:  

a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the South Carolina Subclass that contradicted these 

representations.  

1174. Equifax’s business acts and practices offend an established public 

policy, or are immoral, unethical, or oppressive. Equifax’s acts and practices 

offend established public policies that seek to protect consumers’ Personal 

Information and ensure that entities entrusted with Personal Information use 

appropriate security measures. These public policies are reflected in laws such as 

the FTC Act, 15 U.S.C. § 45; FCRA, 15 U.S.C. § 1681e; the Gramm-Leach Bliley 
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Act, 15 U.S.C. § 6801(a); and the South Carolina Data Breach Security Act, S.C. 

Code § 39-1-90, et seq. 

1175. Equifax’s failure to implement and maintain reasonable security 

measures was immoral, unethical, or oppressive in light of Equifax’s long history 

of inadequate data security and previous data breaches; the sensitivity and 

extensivity of Personal Information in its possession; its special role as a linchpin 

of the financial system; and its admitted duty of trustworthiness and care as an 

entrusted steward of data. 

1176. Equifax’s unfair and deceptive acts or practices adversely affected the 

public interest because such acts or practices have the potential for repetition; 

Equifax engages in such acts or practices as a general rule; and such acts or 

practices impact the public at large, including the 2.4 million South Carolinians 

impacted by the Equifax Data Breach, nearly half the state’s population. 

1177. Equifax’s unfair and deceptive acts or practices have the potential for 

repetition because the same kinds of actions occurred in the past, including 

numerous past data breaches, thus making it likely that these acts or practices will 

continue to occur if left undeterred. Additionally, Equifax’s policies and 

procedures, such as its security practices, create the potential for recurrence of the 

complained-of business acts and practices. 
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1178. Equifax’s violations present a continuing risk to Plaintiff and South 

Carolina Subclass members as well as to the general public. 

1179. Equifax intended to mislead Plaintiff and South Carolina Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1180. Equifax acted intentionally, knowingly, and maliciously to violate 

South Carolina’s Unfair Trade Practices Act, and recklessly disregarded Plaintiff 

and South Carolina Subclass members’ rights. Equifax’s numerous past data 

breaches put it on notice that its security and privacy protections were inadequate. 

In light of this conduct, punitive damages would serve the interest of society in 

punishing and warning others not to engage in such conduct, and would deter 

Equifax and others from committing similar conduct in the future. 

1181. As a direct and proximate result of Equifax’s unfair and deceptive acts 

or practices, Plaintiff and South Carolina Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 
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1182. Plaintiff and South Carolina Subclass members seek all monetary and 

non-monetary relief allowed by law, including damages for their economic losses; 

treble damages; punitive damages; injunctive relief; and reasonable attorneys’ fees 

and costs. 

CLAIMS ON BEHALF OF THE SOUTH DAKOTA SUBCLASS 

COUNT 82  
 

SOUTH DAKOTA DECEPTIVE TRADE PRACTICES AND CONSUMER 

PROTECTION ACT,  

S.D. Codified Laws §§ 37-24-1, et seq. 
 

1183. The South Dakota Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the South Dakota Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1184. Equifax is a “person,” as defined by S.D. Codified Laws § 37-24-1(8). 

1185. Equifax advertises and sells “merchandise,” as defined by S.D. 

Codified Laws § 37-24-1(6), (7), & (13). 

1186. Equifax advertised, offered, or sold goods or services in South Dakota 

and engaged in trade or commerce directly or indirectly affecting the people of 

South Dakota, as defined by S.D. Codified Laws § 37-24-1(6), (7), & (13). 

1187. Equifax knowingly engaged in deceptive acts or practices, 

misrepresentation, concealment, suppression, or omission of material facts in 
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connection with the sale and advertisement of goods or services, in violation of 

S.D. Codified Laws § 37-24-6, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and South Dakota 

Subclass members’ Personal Information, which was a direct 

and proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and South 

Dakota Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach; 
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d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and South Dakota Subclass 

members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and South Dakota Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and South 

Dakota Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and South 

Dakota Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 
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1188. Equifax intended to mislead Plaintiff and South Dakota Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1189. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1190. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the South Dakota Subclass. Equifax accepted the 

responsibility of being a “steward of data” while keeping the inadequate state of its 

security controls secret from the public. Accordingly, because Equifax held itself 

out as having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the South Dakota Subclass members acted 
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reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

1191. Equifax had a duty to disclose the above facts because members of the 

public, including Plaintiff and the South Dakota Subclass, repose a trust and 

confidence in Equifax as one of the nation’s entrusted “stewards of data” and 

Equifax’s position as one of three nationwide credit-reporting companies that serve 

as linchpins of the financial system. In addition, such a duty is implied by law due 

to the nature of the relationship between consumers, including Plaintiff and the 

South Dakota Subclass, and Equifax because consumers are unable to fully protect 

their interests with regard to their data, and have placed trust and confidence in 

Equifax. Equifax’s duty to disclose also arose from its:  

a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the South Dakota Subclass that contradicted these 

representations.  
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1192. As a direct and proximate result of Equifax’s deceptive acts or 

practices, misrepresentations, and concealment, suppression, and/or omission of 

material facts, Plaintiff and South Dakota Subclass members have suffered and 

will continue to suffer injury, ascertainable losses of money or property, and 

monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 

an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

1193. Equifax’s violations present a continuing risk to Plaintiff and South 

Dakota Subclass members as well as to the general public. 

1194. Plaintiff and South Dakota Subclass members seek all monetary and 

non-monetary relief allowed by law, including actual damages, injunctive relief, 

and reasonable attorneys’ fees and costs. 
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CLAIMS ON BEHALF OF THE TENNESSEE SUBCLASS 

COUNT 83  
 

TENNESSEE PERSONAL CONSUMER INFORMATION  

RELEASE ACT,  

Tenn. Code Ann. §§ 47-18-2107, et seq. 
 

1195. The Tennessee Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Tennessee Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1196. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by Tenn. Code Ann. § 47-18-2107(a)(2).  

1197. Plaintiff’s and Tennessee Subclass members’ Personal Information 

(e.g., Social Security numbers) include Personal Information as covered under 

Tenn. Code Ann. § 47-18- 2107(a)(3)(A). 

1198. Equifax is required to accurately notify Plaintiff and Tennessee 

Subclass members following discovery or notification of a breach of its data 

security system in which unencrypted Personal Information was, or is reasonably 

believed to have been, acquired by an unauthorized person, in the most expedient 

time possible and without unreasonable delay under Tenn. Code Ann. § 47-18-

2107(b). 
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1199. Because Equifax discovered a breach of its security system in which 

unencrypted Personal Information was, or is reasonably believed to have been, 

acquired by an unauthorized person, Equifax had an obligation to disclose the 

Equifax data breach in a timely and accurate fashion as mandated by Tenn. Code 

Ann. § 47-18-2107(b). 

1200. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated Tenn. Code Ann. § 47-18-2107(b). 

1201. As a direct and proximate result of Equifax’s violations of Tenn. Code 

Ann. § 47-18-2107(b), Plaintiff and Tennessee Subclass members suffered 

damages, as described above. 

1202. Plaintiff and Tennessee Subclass members seek relief under Tenn. 

Code Ann. §§ 47-18-2107(h), 47-18-2104(d), and 47-18-2104(f), including actual 

damages, injunctive relief, and treble damages. 

COUNT 84  
 

TENNESSEE CONSUMER PROTECTION ACT,  

Tenn. Code Ann. §§ 47-18-101, et seq. 
 

1203. The Tennessee Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Tennessee Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1204. Equifax is a “person,” as defined by Tenn. Code § 47-18-103(13). 
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1205. Plaintiff and Tennessee Subclass members are “consumers,” as meant 

by Tenn. Code § 47-18-103(2). 

1206. Equifax advertised and sold “goods” or “services” in “consumer 

transaction[s],” as defined by Tenn. Code §§ 47-18-103(7), (18) & (19). 

1207. Equifax advertised, offered, or sold goods or services in Tennessee 

and engaged in trade or commerce directly or indirectly affecting the people of 

Tennessee, as defined by Tenn. Code §§ 47-18-103(7), (18) & (19). And Equifax’s 

acts or practices affected the conduct of trade or commerce, under Tenn. Code § 

47-18-104. 

1208. Equifax’s unfair and deceptive acts and practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Tennessee Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 
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c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Tennessee 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Tennessee Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Tennessee Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Tennessee 

Subclass members’ Personal Information; and 
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g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Subclass 

members’ Personal Information, including duties imposed by 

the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, 

and the GLBA, 15 U.S.C. § 6801, et seq. 

1209. Equifax intended to mislead Plaintiff and Tennessee Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1210. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1211. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 
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including Plaintiff and the Tennessee Subclass. Equifax accepted the responsibility 

of being a “steward of data” while keeping the inadequate state of its security 

controls secret from the public. Accordingly, because Equifax held itself out as 

having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the Tennessee Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

1212. Equifax had a duty to disclose the above facts due to the 

circumstances of this case, the sensitivity and extensivity of the Personal 

Information in its possession, and the generally accepted professional standards in 

the credit reporting industry. This duty arose because members of the public, 

including Plaintiff and the Tennessee Subclass, repose a trust and confidence in 

Equifax as one of the nation’s entrusted “stewards of data” and Equifax’s position 

as one of three nationwide credit-reporting companies that serve as linchpins of the 

financial system. In addition, such a duty is implied by law due to the nature of the 

relationship between consumers, including Plaintiff and the Tennessee Subclass, 

and Equifax because consumers are unable to fully protect their interests with 

regard to their data, and placed trust and confidence in Equifax. Equifax’s duty to 

disclose also arose from its:  
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a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the Tennessee Subclass that contradicted these representations.  

1213. Equifax’s “unfair” acts and practices caused or were likely to cause 

substantial injury to consumers, which was not reasonably avoidable by consumers 

themselves and not outweighed by countervailing benefits to consumers or to 

competition.  

1214. The injury to consumers was and is substantial because it was non-

trivial and non-speculative, and involved a monetary injury and/or an unwarranted 

risk to the safety of their Personal Information or the security of their identity or 

credit. The injury to consumers was substantial not only because it inflicted harm 

on a significant and unprecedented number of consumers, but also because it 

inflicted a significant amount of harm on each consumer. 

1215. Consumers could not have reasonably avoided injury because 

Equifax’s business acts and practices unreasonably created or took advantage of an 
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obstacle to the free exercise of consumer decision-making. By withholding 

important information from consumers about the inadequacy of its data security, 

Equifax created an asymmetry of information between it and consumers that 

precluded consumers from taking action to avoid or mitigate injury. Equifax’s 

business acts and practices also took advantage of its special status as one the 

nation’s three major credit bureaus, making it functionally impossible for 

consumers to obtain credit without their Personal Information being in Equifax’s 

systems. 

1216. Equifax’s inadequate data security had no countervailing benefit to 

consumers or to competition. 

1217. By misrepresenting and omitting material facts about its data security 

and failing to comply with its common law and statutory duties pertaining to data 

security (including its duties under the FTC Act; FCRA; and the GLBA), Equifax 

violated the following provisions of Tenn. Code § 47-18-104(b): 

a. Representing that goods or services have sponsorship, approval, 

characteristics, ingredients, uses, benefits or quantities that they 

do not have; 

b. Representing that goods or services are of a particular standard, 

quality or grade, if they are of another; 
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c. Advertising goods or services with intent not to sell them as 

advertised; and 

d. Representing that a consumer transaction confers or involves 

rights, remedies or obligations that it does not have or involve. 

1218. Equifax acted intentionally, knowingly, and maliciously to violate 

Tennessee’s Consumer Protection Act, and recklessly disregarded Plaintiff and 

Tennessee Subclass members’ rights. Equifax’s numerous past data breaches put it 

on notice that its security and privacy protections were inadequate. 

1219. As a direct and proximate result of Equifax’s unfair and deceptive acts 

or practices, Plaintiff and Tennessee Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

1220. Equifax’s violations present a continuing risk to Plaintiff and 

Tennessee Subclass members as well as to the general public. 

1221. Plaintiff and Tennessee Subclass members seek all monetary and non-

monetary relief allowed by law, including injunctive relief, actual damages, treble 
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damages for each willful or knowing violation, attorneys’ fees and costs, and any 

other relief that is necessary and proper. 

CLAIMS ON BEHALF OF THE TEXAS SUBCLASS 

COUNT 85  
 

DECEPTIVE TRADE PRACTICES—CONSUMER PROTECTION ACT, 

Texas Bus. & Com. Code §§ 17.41, et seq. 
 

1222. The Texas Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Texas Subclass, repeats and alleges 

Paragraphs 1-313, as if fully alleged herein. 

1223. Equifax is a “person,” as defined by Tex. Bus. & Com. Code § 

17.45(3). 

1224. Plaintiffs and the Texas Subclass members are “consumers,” as 

defined by Tex. Bus. & Com. Code § 17.45(4). 

1225. Equifax advertised, offered, or sold goods or services in Texas and 

engaged in trade or commerce directly or indirectly affecting the people of Texas, 

as defined by Tex. Bus. & Com. Code § 17.45(6). 

1226. Equifax engaged in false, misleading, or deceptive acts and practices, 

in violation of Tex. Bus. & Com. Code § 17.46(b), including: 
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a. Representing that goods or services have sponsorship, approval, 

characteristics, ingredients, uses, benefits or quantities that they 

do not have; 

b. Representing that goods or services are of a particular standard, 

quality or grade, if they are of another; and 

c. Advertising goods or services with intent not to sell them as 

advertised. 

1227. Equifax’s false, misleading, and deceptive acts and practices include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Texas Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Texas 
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Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and Texas’s data 

security statute, Tex. Bus. & Com. Code § 521.052, which was 

a direct and proximate cause of the Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Texas Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Texas Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, the GLBA, 15 U.S.C. § 6801, et 

seq., and Texas’s data security statute, Tex. Bus. & Com. Code 

§ 521.052; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Texas 

Subclass members’ Personal Information; and 
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g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Texas 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and Texas’s data 

security statute, Tex. Bus. & Com. Code § 521.052. 

1228. Equifax intended to mislead Plaintiff and Texas Subclass members 

and induce them to rely on its misrepresentations and omissions.  

1229. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1230. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 
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valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Texas Subclass. Equifax accepted the responsibility of 

being a “steward of data” while keeping the inadequate state of its security controls 

secret from the public. Accordingly, because Equifax held itself out as having a 

special role in the financial system with a corresponding duty of trustworthiness 

and care, Plaintiff and the Texas Subclass members acted reasonably in relying on 

Equifax’s misrepresentations and omissions, the truth of which they could not have 

discovered. 

1231. Equifax had a duty to disclose the above facts due to the 

circumstances of this case, the sensitivity and extensivity of the Personal 

Information in its possession, and the generally accepted professional standards in 

the credit reporting industry. This duty arose because members of the public, 

including Plaintiffs and the Texas Subclass, repose a trust and confidence in 

Equifax as one of the nation’s entrusted “stewards of data” and Equifax’s position 

as one of three nationwide credit-reporting companies that serve as linchpins of the 

financial system. In addition, such a duty is implied by law due to the nature of the 

relationship between consumers, including Plaintiffs and the Texas Subclass, and 

Equifax because consumers are unable to fully protect their interests with regard to 
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their data, and placed trust and confidence in Equifax. Equifax’s duty to disclose 

also arose from its:  

a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiffs 

and the Texas Subclass that contradicted these representations.  

1232. Equifax engaged in unconscionable actions or courses of conduct, in 

violation of Tex. Bus. & Com. Code Ann. § 17.50(a)(3). Equifax engaged in acts 

or practices which, to consumers’ detriment, took advantage of consumers’ lack of 

knowledge, ability, experience, or capacity to a grossly unfair degree. 

1233. Consumers, including Plaintiffs and Texas Subclass members, lacked 

knowledge about deficiencies in Equifax’s data security because this information 

was known exclusively by Equifax. Consumers also lacked the ability, experience, 

or capacity to secure the Personal Information in Equifax’s possession or to fully 

protect their interests with regard to their data. Plaintiffs and Texas Subclass 

members lack expertise in information security matters and do not have access to 
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Equifax’s systems in order to evaluate its security controls. Equifax took advantage 

of its special skill and access to Personal Information to hide its inability to protect 

the security and confidentiality of Plaintiffs and Texas Subclass members’ 

Personal Information. 

1234. Equifax intended to take advantage of consumers’ lack of knowledge, 

ability, experience, or capacity to a grossly unfair degree, with reckless disregard 

of the unfairness that would result. The unfairness resulting from Equifax’s 

conduct is glaringly noticeable, flagrant, complete, and unmitigated. The Equifax 

data breach, which resulted from Equifax’s unconscionable business acts and 

practices, exposed Plaintiffs and Texas Subclass members to a wholly unwarranted 

risk to the safety of their Personal Information and the security of their identity or 

credit, and worked a substantial hardship on a significant and unprecedented 

number of consumers. Plaintiffs and Texas Subclass members cannot mitigate this 

unfairness because they cannot undo the data breach. 

1235. Equifax acted intentionally, knowingly, and maliciously to violate 

Texas’s Deceptive Trade Practices-Consumer Protection Act, and recklessly 

disregarded Plaintiff and Texas Subclass members’ rights. Equifax’s numerous 

past data breaches put it on notice that its security and privacy protections were 

inadequate. 
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1236. As a direct and proximate result of Equifax’s unconscionable and 

deceptive acts or practices, Plaintiffs and Texas Subclass members have suffered 

and will continue to suffer injury, ascertainable losses of money or property, and 

monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 

an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. Equifax’s unconscionable and deceptive acts or practices 

were a producing cause of Plaintiffs’ and Texas Subclass members’ injuries, 

ascertainable losses, economic damages, and non-economic damages, including 

their mental anguish.  

1237. Equifax’s violations present a continuing risk to Plaintiffs and Texas 

Subclass members as well as to the general public. 

1238. Plaintiffs and the Texas Subclass seek all monetary and non-monetary 

relief allowed by law, including economic damages; damages for mental anguish; 

treble damages for each act committed intentionally or knowingly; court costs; 

reasonably and necessary attorneys’ fees; injunctive relief; and any other relief 

which the court deems proper. 
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CLAIMS ON BEHALF OF THE UTAH SUBCLASS 

COUNT 86  
 

UTAH CONSUMER SALES PRACTICES ACT, 

Utah Code §§ 13-11-1, et seq. 
 

1239. The Utah Plaintiff(s) identified above (“Plaintiff,” for purposes of this 

Count), individually and on behalf of the Utah Subclass, repeats and alleges 

Paragraphs 1-313, as if fully alleged herein. 

1240. Equifax is a “person,” as defined by Utah Code § 13-11-1(5).  

1241. Equifax is a “supplier,” as defined by Utah Code § 13-11-1(6), 

because it regularly solicits, engages in, or enforces “consumer transactions,” as 

defined by Utah Code § 13-11-1(2). 

1242. Equifax engaged in deceptive and unconscionable acts and practices 

in connection with consumer transactions, in violation of Utah Code § 13-11-4 and 

Utah Code § 13-11-5, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Utah Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 
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improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Utah 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, the GLBA, 15 U.S.C. § 6801, et seq., and the Utah 

Protection of Personal Information Act, Utah Code § 13-44-

201, which was a direct and proximate cause of the Equifax 

data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Utah Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Utah Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 
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FCRA, 15 U.S.C. § 1681e, the GLBA, 15 U.S.C. § 6801, et 

seq., and the Utah Protection of Personal Information Act, Utah 

Code § 13-44-201; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Utah 

Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Subclass 

members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Subclass 

members’ Personal Information, including duties imposed by 

the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, the 

GLBA, 15 U.S.C. § 6801, et seq.; and the Utah Protection of 

Personal Information Act, Utah Code § 13-44-201. 

1243. Equifax intended to mislead Plaintiff and Utah Subclass members and 

induce them to rely on its misrepresentations and omissions. 

1244. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 
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security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1245. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Utah Subclass. Equifax accepted the responsibility of 

being a “steward of data” while keeping the inadequate state of its security controls 

secret from the public. Accordingly, because Equifax held itself out as having a 

special role in the financial system with a corresponding duty of trustworthiness 

and care, Plaintiff and the Utah Subclass members acted reasonably in relying on 

Equifax’s misrepresentations and omissions, the truth of which they could not have 

discovered. 

1246. Equifax had a duty to disclose the above facts due to the 

circumstances of this case, the sensitivity and extensivity of the Personal 

Information in its possession, and the generally accepted professional standards in 
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the credit reporting industry. This duty arose because members of the public, 

including Plaintiff and the Utah Subclass, repose a trust and confidence in Equifax 

as one of the nation’s entrusted “stewards of data” and Equifax’s position as one of 

three nationwide credit-reporting companies that serve as linchpins of the financial 

system. In addition, such a duty is implied by law due to the nature of the 

relationship between consumers, including Plaintiff and the Utah Subclass, and 

Equifax because consumers are unable to fully protect their interests with regard to 

their data, and placed trust and confidence in Equifax. Equifax’s duty to disclose 

also arose from its:  

a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the Utah Subclass that contradicted these representations.  

1247. Equifax intentionally or knowingly engaged in deceptive acts or 

practices, violating Utah Code § 13-11-4(2) by: 
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a. Indicating that the subject of a consumer transaction has 

sponsorship, approval, performance characteristics, accessories, 

uses, or benefits, if it has not; 

b. Indicating that the subject of a consumer transaction is of a 

particular standard, quality, grade, style, or model, if it is not; 

c. Indicating that the subject of a consumer transaction has been 

supplied in accordance with a previous representation, if it has 

not; 

d. Indicating that the subject of a consumer transaction will be 

supplied in greater quantity (e.g. more data security) than the 

supplier intends. 

1248. Equifax engaged in unconscionable acts and practices that were 

oppressive and led to unfair surprise, as shown in the setting, purpose, and effect of 

those acts and practices. Equifax’s acts and practices unjustly imposed hardship on 

Plaintiff and the Utah Subclass by imposing on them, through no fault of their 

own, an increased and imminent risk of fraud and identity theft; substantial cost in 

time and expenses related to monitoring their financial accounts for fraudulent 

activity; and lost value of their Personal Information. The deficiencies in Equifax’s 

data security, and the material misrepresentations and omissions concerning those 
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deficiencies, led to unfair surprise to Plaintiff and the Utah Subclass when the Data 

Breach occurred. 

1249. In addition, there was an overall imbalance in the obligations and 

rights imposed by the consumer transactions in question, based on the mores and 

industry standards of the time and place where they occurred. Societal standards 

required Equifax, as one of the three major credit bureaus, to adequately secure 

Personal Information in its possession. There is a substantial imbalance between 

the obligations and rights of consumers, such as Plaintiff and the Utah Subclass, 

who need access to credit, and Equifax, which has complete control over the 

Personal Information in its possession. Industry standards—including those 

reflected in the security requirements of the GLBA—also dictate that Equifax 

adequately secure the Personal Information in its possession. 

1250. Equifax’s acts and practices were also procedurally unconscionable 

because consumers, including Plaintiff and the Utah Subclass, had no practicable 

option but to have their Personal Information stored in Equifax’s systems if they 

wanted to participate in the nation’s financial system. Equifax exploited this 

imbalance in power, and the asymmetry of information about its data security, to 

profit by inadequately securing the Personal Information in its systems. 
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1251. As a direct and proximate result of Equifax’s unconscionable and 

deceptive acts or practices, Plaintiffs and Utah Subclass members have suffered 

and will continue to suffer injury, ascertainable losses of money or property, and 

monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 

an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

1252. Equifax’s violations present a continuing risk to Plaintiffs and Utah 

Subclass members as well as to the general public. 

1253. Plaintiff and Utah Subclass members seek all monetary and non-

monetary relief allowed by law, including actual damages, statutory damages of 

$2,000 per violation, amounts necessary to avoid unjust enrichment, under Utah 

Code §§ 13-11-19, et seq.; injunctive relief; and reasonable attorneys’ fees and 

costs. 
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CLAIMS ON BEHALF OF THE VERMONT SUBCLASS 

COUNT 87  
 

VERMONT CONSUMER FRAUD ACT,  

Vt. Stat. Ann. tit. 9, §§ 2451, et seq. 
 

1254. The Vermont Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Vermont Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1255. Plaintiff and Vermont Subclass members are “consumers,” as defined 

by Vt. Stat. Ann. tit. 9, § 2451a(a). 

1256. Equifax’s conduct as alleged herein related to “goods” or “services” 

for personal, family, or household purposes, as defined by Vt. Stat. Ann. tit. 9, § 

2451a(b). 

1257. Equifax is a “seller,” as defined by Vt. Stat. Ann. tit. 9, § 2451a(c). 

1258. Equifax advertised, offered, or sold goods or services in Vermont and 

engaged in trade or commerce directly or indirectly affecting the people of 

Vermont. 

1259. Equifax engaged in unfair and deceptive acts or practices, in violation 

of Vt. Stat. tit. 9, § 2453(a), including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Vermont Subclass 
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members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Vermont 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Vermont Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 
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Plaintiff and Vermont Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Vermont 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Vermont 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1260. Equifax intended to mislead Plaintiff and Vermont Subclass members 

and induce them to rely on its misrepresentations and omissions. 

1261. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 
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1262. Under the circumstances, consumers had a reasonable interpretation 

of Equifax’s representations and omissions. 

1263. Equifax had a duty to disclose these facts due to the circumstances of 

this case, the sensitivity and extensivity of the Personal Information in its 

possession, and the generally accepted professional standards in the credit 

reporting industry. This duty arose because members of the public, including 

Plaintiff and the Vermont Subclass, repose a trust and confidence in Equifax as one 

of the nation’s entrusted “stewards of data” and Equifax’s position as one of three 

nationwide credit-reporting companies that serve as linchpins of the financial 

system. In addition, such a duty is implied by law due to the nature of the 

relationship between consumers, including Plaintiff and the Vermont Subclass, and 

Equifax because consumers are unable to fully protect their interests with regard to 

their data, and placed trust and confidence in Equifax. Equifax’s duty to disclose 

also arose from its:  

a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  
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c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the Vermont Subclass that contradicted these representations.  

1264. Equifax’s acts and practices caused or were likely to cause substantial 

injury to consumers, which was not reasonably avoidable by consumers themselves 

and not outweighed by countervailing benefits to consumers or to competition.  

1265. The injury to consumers was and is substantial because it was non-

trivial and non-speculative; and involved a concrete monetary injury and/or an 

unwarranted risk to the safety of their Personal Information or the security of their 

identity or credit. The injury to consumers was substantial not only because it 

inflicted harm on a significant and unprecedented number of consumers, but also 

because it inflicted a significant amount of harm on each consumer. 

1266. Consumers could not have reasonably avoided injury because 

Equifax’s business acts and practices unreasonably created or took advantage of an 

obstacle to the free exercise of consumer decision-making. By withholding 

important information from consumers about the inadequacy of its data security, 

Equifax created an asymmetry of information between it and consumers that 

precluded consumers from taking action to avoid or mitigate injury. Equifax’s 
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business acts and practices also took advantage of its special status as one the 

nation’s three major credit bureaus, making it functionally impossible for 

consumers to obtain credit without their Personal Information being in Equifax’s 

systems. 

1267. Equifax’s inadequate data security had no countervailing benefit to 

consumers or to competition. 

1268. Equifax is presumed, as a matter of law under Vt. Stat. Ann. tit. 9, § 

2457, to have intentionally violated the Vermont Consumer Protection Act because 

it failed to sell goods or services in the manner and of the nature advertised or 

offered. 

1269. Equifax acted intentionally, knowingly, and maliciously to violate 

Vermont’s Consumer Fraud Act, and recklessly disregarded Plaintiff and Vermont 

Subclass members’ rights. Equifax’s numerous past data breaches put it on notice 

that its security and privacy protections were inadequate. 

1270. As a direct and proximate result of Equifax’s unfair and deceptive acts 

or practices, Plaintiffs and Vermont Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 
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increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

1271. Equifax’s violations present a continuing risk to Plaintiffs and 

Vermont Subclass members as well as to the general public. 

1272. Plaintiff and Vermont Subclass members seek all monetary and non-

monetary relief allowed by law, including injunctive relief, restitution, actual 

damages, disgorgement of profits, treble damages, punitive/exemplary damages, 

and reasonable attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE VIRGIN ISLANDS SUBCLASS 

COUNT 88  
 

IDENTITY THEFT PREVENTION ACT, 

V.I. Code tit. 14 §§ 2208, et seq. 
 

1273. Plaintiffs, on behalf of the Virgin Islands Subclass, repeat and allege 

Paragraphs 1-313, as if fully alleged herein. 

1274. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by V.I Code tit. 14 § 2201(a).  Equifax 

also maintains computerized data that includes Personal Information which 

Equifax does not own. Accordingly, it is subject to V.I Code tit. 14 §§ 2208(a) and 

(b). 
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1275. Virgin Islands Subclass members’ Personal Information (e.g. Social 

Security numbers) includes Personal Information covered by V.I Code tit. 14 § 

2201(a).   

1276. Equifax is required to give immediate notice of a breach of security of 

a data system to owners of Personal Information which Equifax does not own, 

including Virgin Islands Subclass members, pursuant to V.I Code tit. 14 § 2208(b). 

1277. Equifax is required to accurately notify Virgin Islands Subclass 

members if it discovers a security breach, or receives notice of a security breach 

which may have compromised Personal Information which Equifax owns or 

licenses, in the most expedient time possible and without unreasonable delay under 

V.I Code tit. 14 § 2208(a). 

1278. Because Equifax was aware of a security breach, Equifax had an 

obligation to disclose the data breach as mandated by V.I Code tit. 14 § 2208. 

1279. As a direct and proximate result of Equifax’s violations of V.I Code 

tit. 14 §§ 2208(a) and (b), Virgin Islands Subclass members suffered damages, as 

described above. 

1280. Virgin Islands Subclass members seek relief under V.I Code tit. 14 §§ 

2211(a) and (b), including actual damages, and injunctive relief. 
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COUNT 89  
 

VIRGIN ISLANDS CONSUMER FRAUD  

AND DECEPTIVE BUSINESS PRACTICES ACT,  

V.I. Code tit. 12A, §§ 301, et seq. 
 

1281. Plaintiffs, on behalf of the Virgin Islands Subclass, repeat and allege 

Paragraphs 1-313, as if fully alleged herein. 

1282. Equifax is a “person,” as defined by V.I. Code tit. 12A, § 303(h). 

1283. Plaintiff and Virgin Islands Subclass members are “consumers,” as 

defined by V.I. Code tit. 12A, § 303(d). 

1284. Equifax advertised, offered, or sold goods or services in the Virgin 

Islands and engaged in trade or commerce directly or indirectly affecting the 

people of the Virgin Islands. 

1285. Equifax engaged in unfair and deceptive acts and practices, in 

violation of V.I. Code tit. 12A, § 304, including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Virgin Islands 

Subclass members’ Personal Information, which was a direct 

and proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 
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improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Virgin 

Islands Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Virgin Islands Subclass 

members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Virgin Islands Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 
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U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Virgin 

Islands Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Virgin 

Islands Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1286. Equifax’s acts and practices were “unfair” under V.I. Code tit. 12A, § 

304 because they caused or were likely to cause substantial injury to consumers 

which was not reasonably avoidable by consumers themselves and not outweighed 

by countervailing benefits to consumers or to competition. 

1287. The injury to consumers from Equifax’s conduct was and is 

substantial because it was non-trivial and non-speculative; and involved a 

monetary injury and/or an unwarranted risk to the safety of their Personal 

Information or the security of their identity or credit. The injury to consumers was 
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substantial not only because it inflicted harm on a significant and unprecedented 

number of consumers, but also because it inflicted a significant amount of harm on 

each consumer. 

1288. Consumers could not have reasonably avoided injury because 

Equifax’s business acts and practices unreasonably created or took advantage of an 

obstacle to the free exercise of consumer decision-making. By withholding 

important information from consumers about the inadequacy of its data security, 

Equifax created an asymmetry of information between it and consumers that 

precluded consumers from taking action to avoid or mitigate injury. Equifax’s 

business acts and practices also took advantage of its special status as one the 

nation’s three major credit bureaus, making it functionally impossible for 

consumers to obtain credit without their Personal Information being in Equifax’s 

systems. 

1289. Equifax’s inadequate data security had no countervailing benefit to 

consumers or to competition. 

1290. Equifax’s acts and practices were “deceptive” under V.I. Code tit. 

12A, §§ 303 & 304 because Equifax made representations or omissions of material 

facts that had the capacity, tendency or effect of deceiving or misleading 

consumers, including Plaintiff and Virgin Islands Subclass members. 
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1291. Equifax intended to mislead Plaintiff and Virgin Island Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1292. Equifax’s representations and omissions were material because they 

were likely to unfairly influence or deceive reasonable consumers about the 

adequacy of Equifax’s data security and ability to protect the confidentiality of 

consumers’ Personal Information. 

1293. Equifax had a duty to disclose the above-described facts due to the 

circumstances of this case, the sensitivity and extensivity of the Personal 

Information in its possession, and the generally accepted professional standards in 

the credit reporting industry. This duty arose because members of the public, 

including Plaintiff and the Virgin Islands Subclass, repose a trust and confidence in 

Equifax as one of the nation’s entrusted “stewards of data” and Equifax’s position 

as one of three nationwide credit-reporting companies that serve as linchpins of the 

financial system. In addition, such a duty is implied by law due to the nature of the 

relationship between consumers—including Plaintiff and the Virgin Islands 

Subclass—and Equifax, because consumers are unable to fully protect their 

interests with regard to their data, and placed trust and confidence in Equifax. 

Equifax’s duty to disclose also arose from its:  
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a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the Virgin Islands Subclass that contradicted these 

representations.  

1294. Equifax acted intentionally, knowingly, and maliciously to violate the 

Virgin Island’s Consumer Fraud and Deceptive Business Practices Act, and 

recklessly disregarded Plaintiff and Virgin Islands Subclass members’ rights. 

Equifax’s numerous past data breaches put it on notice that its security and privacy 

protections were inadequate. Equifax intentionally hid the inadequacies in its data 

security, callously disregarding the rights of consumers. 

1295. As a direct and proximate result of Equifax’s unfair and deceptive acts 

or practices, Plaintiff and Virgin Islands Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 
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increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

1296. Equifax’s violations present a continuing risk to Plaintiff and Virgin 

Islands Subclass members as well as to the general public. 

1297. Plaintiff and Virgin Islands Subclass members seek all monetary and 

non-monetary relief allowed by law, including compensatory, consequential, 

treble, punitive, and equitable damages under V.I. Code tit. 12A, § 331; injunctive 

relief; and reasonable attorneys’ fees and costs. 

COUNT 90  
 

VIRGIN ISLANDS CONSUMER PROTECTION LAW,  

V.I. Code tit. 12A, §§101, et seq. 
 

1298. Plaintiffs, on behalf of the Virgin Islands Subclass, repeat and allege 

Paragraphs 1-313, as if fully alleged herein. 

1299. Equifax is a “merchant,” as defined by V.I. Code tit. 12A, § 102(e). 

1300. Plaintiff and Virgin Islands Subclass members are “consumers,” as 

defined by V.I. Code tit. 12A, § 102(d). 

1301. Equifax sells and offers for sale “consumer goods” and “consumer 

services,” as defined by V.I. Code tit. 12A, § 102(c). 

1302. Equifax engaged in deceptive acts and practices, in violation of V.I. 

Code tit. 12A, § 101, including: 
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a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Virgin Islands 

Subclass members’ Personal Information, which was a direct 

and proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Virgin 

Islands Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Virgin Islands Subclass 

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 533 of 575



518 

 

members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Virgin Islands Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Virgin 

Islands Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Virgin 

Islands Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1303. Equifax’s acts and practices were “deceptive trade practices” under 

V.I. Code tit. 12A, § 102(a) because Equifax: 
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a. Represented that goods or services have sponsorship, approval, 

accessories, characteristics, ingredients, uses, benefits, or 

quantities that they do not have; or that goods or services are of 

particular standard, quality, grade, style or model, if they are of 

another; 

b. Used exaggeration, innuendo or ambiguity as to a material fact 

or failure to state a material fact if such use deceives or tends to 

deceive; 

c. Offered goods or services with intent not to sell them as 

offered; and 

d. Stated that a consumer transaction involves consumer rights, 

remedies or obligations that it does not involve. 

1304. Equifax’s acts and practices were also “deceptive” under V.I. Code tit. 

12A, § 101 because Equifax made representations or omissions of material facts 

that had the capacity, tendency or effect of deceiving or misleading consumers, 

including Plaintiff and Virgin Islands Subclass members. 

1305. Equifax intended to mislead Plaintiff and Virgin Islands Subclass 

members and induce them to rely on its misrepresentations and omissions. 
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1306. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1307. Equifax had a duty to disclose the above-described facts due to the 

circumstances of this case, the sensitivity and extensivity of the Personal 

Information in its possession, and the generally accepted professional standards in 

the credit reporting industry. This duty arose because members of the public, 

including Plaintiff and the Virgin Islands Subclass, repose a trust and confidence in 

Equifax as one of the nation’s entrusted “stewards of data” and Equifax’s position 

as one of three nationwide credit-reporting companies that serve as linchpins of the 

financial system. In addition, such a duty is implied by law due to the nature of the 

relationship between consumers—including Plaintiff and the Virgin Islands 

Subclass—and Equifax, because consumers are unable to fully protect their 

interests with regard to their data, and placed trust and confidence in Equifax. 

Equifax’s duty to disclose also arose from its:  

a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  
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c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the Virgin Islands Subclass that contradicted these 

representations.  

1308. Equifax acted intentionally, knowingly, and maliciously to violate the 

Virgin Island’s Consumer ProtectionLaw, and recklessly disregarded Plaintiff and 

Virgin Island Subclass members’ rights. Equifax’s numerous past data breaches 

put it on notice that its security and privacy protections were inadequate. 

1309. As a direct and proximate result of Equifax’s deceptive acts or 

practices, Plaintiff and Virgin Islands Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

1310. Equifax’s violations present a continuing risk to Plaintiff and Virgin 

Islands Subclass members as well as to the general public. 
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1311. Plaintiff and Virgin Islands Subclass members seek all monetary and 

non-monetary relief allowed by law, including declaratory relief; injunctive relief; 

the greater of actual damages or $500 per violation; compensatory, consequential, 

treble, and punitive damages; disgorgement; and reasonable attorneys’ fees and 

costs. 

CLAIMS ON BEHALF OF THE VIRGINIA SUBCLASS 

COUNT 91  
 

VIRGINIA PERSONAL INFORMATION BREACH  

NOTIFICATION ACT, 

Va. Code. Ann. §§ 18.2-186.6, et seq. 
 

1312. The Virginia Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Virginia Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1313. Equifax is required to accurately notify Plaintiff and Virginia Subclass 

members following discovery or notification of a breach of its data security system 

if unencrypted or unredacted Personal Information was or is reasonably believed to 

have been accessed and acquired by an unauthorized person who will, or it is 

reasonably believed who will, engage in identify theft or another fraud, without 

unreasonable delay under Va. Code Ann. § 18.2-186.6(B). 
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1314. Equifax is an entity that owns or licenses computerized data that 

includes Personal Information as defined by Va. Code Ann. § 18.2-186.6(B). 

1315. Plaintiff’s and Virginia Subclass members’ Personal Information 

includes Personal Information as covered under Va. Code Ann. § 18.2-186.6(A). 

1316. Because Equifax discovered a breach of its security system in which 

unencrypted or unredacted Personal Information was or is reasonably believed to 

have been accessed and acquired by an unauthorized person, who will, or it is 

reasonably believed who will, engage in identify theft or another fraud, Equifax 

had an obligation to disclose the data breach in a timely and accurate fashion as 

mandated by Va. Code Ann. § 18.2-186.6(B). 

1317. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated Va. Code Ann. § 18.2-186.6(B). 

1318. As a direct and proximate result of Equifax’s violations of Va. Code 

Ann. § 18.2-186.6(B), Plaintiff and Virginia Subclass members suffered damages, 

as described above. 

1319. Plaintiff and Virginia Subclass members seek relief under Va. Code 

Ann. § 18.2-186.6(I), including actual damages. 
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COUNT 92  
 

VIRGINIA CONSUMER PROTECTION ACT, 

Va. Code Ann. §§ 59.1-196, et seq. 

 

1320. The Virginia Plaintiff(s) identified above (“Plaintiff,” for purposes of 

this Count), individually and on behalf of the Virginia Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1321. The Virginia Consumer Protection Act prohibits “[u]sing any . . . 

deception, fraud, false pretense, false promise, or misrepresentation in connection 

with a consumer transaction.” Va. Code Ann. § 59.1-200(14).  

1322. Equifax is a “person” as defined by Va. Code Ann. § 59.1-198. 

1323. Equifax is a “supplier,” as defined by Va. Code Ann. § 59.1-198. 

1324. Equifax engaged in the complained-of conduct in connection with 

“consumer transactions” with regard to “goods” and “services,” as defined by Va. 

Code Ann. § 59.1-198. Equifax advertised, offered, or sold goods or services used 

primarily for personal, family or household purposes; or relating to an individual’s 

finding or obtaining employment (such as furnishing credit reports to prospective 

employers). 

1325. Equifax engaged in deceptive acts and practices by using deception, 

fraud, false pretense, false promise, and misrepresentation in connection with 

consumer transactions, including: 
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a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Virginia Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Virginia 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Virginia  Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 
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e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Virginia Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Virginia 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Virginia 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1326. Equifax intended to mislead Plaintiff and Virginia Subclass members 

and induce them to rely on its misrepresentations and omissions. 

1327. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers, including Plaintiff and Virginia 
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Subclass members, about the adequacy of Equifax’s computer and data security 

and the quality of the Equifax brand. 

1328. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the Virginia Subclass. Equifax accepted the responsibility 

of being a “steward of data” while keeping the inadequate state of its security 

controls secret from the public. Accordingly, because Equifax held itself out as 

having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the Virginia Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 

1329. In Equifax had a duty to disclose these facts due to the circumstances 

of this case, the sensitivity and extensivity of the Personal Information in its 

possession, and the generally accepted professional standards in the credit 
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reporting industry. In addition, such a duty is implied by law due to the nature of 

the relationship between consumers—including Plaintiff and the Virginia 

Subclass—and Equifax, because consumers are unable to fully protect their 

interests with regard to their data, and placed trust and confidence in Equifax. 

Equifax’s duty to disclose also arose from its:  

a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the Virginia Subclass that contradicted these representations.  

1330. The above-described deceptive acts and practices also violated the 

following provisions of VA Code § 59.1-200(A): 

a. Misrepresenting that goods or services have certain quantities, 

characteristics, ingredients, uses, or benefits; 

b. Misrepresenting that goods or services are of a particular 

standard, quality, grade, style, or model; and 
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c. Advertising goods or services with intent not to sell them as 

advertised, or with intent not to sell them upon the terms 

advertised. 

1331. Equifax acted intentionally, knowingly, and maliciously to violate 

Virginia’s Consumer Protection Act, and recklessly disregarded Plaintiff and 

Virginia Subclass members’ rights. Equifax’s numerous past data breaches put it 

on notice that its security and privacy protections were inadequate. An award of 

punitive damages would serve to punish Equifax for its wrongdoing, and warn or 

deter others from engaging in similar conduct. 

1332. As a direct and proximate result of Equifax’s deceptive acts or 

practices, Plaintiffs and Virginia Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 

increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

1333. Equifax’s violations present a continuing risk to Plaintiffs and 

Virginia Subclass members as well as to the general public. 
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1334. Plaintiff and Virginia Subclass members seek all monetary and non-

monetary relief allowed by law, including actual damages; statutory damages in 

the amount of $1,000 per violation if the conduct is found to be willful or, in the 

alternative, $500 per violation; restitution, injunctive relief; punitive damages; and 

attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE WASHINGTON SUBCLASS 

COUNT 93  
 

WASHINGTON DATA BREACH NOTICE ACT, 

Wash. Rev. Code §§ 19.255.010, et seq. 
 

1335. The Washington Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Washington Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1336. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by Wash. Rev. Code § 19.255.010(1). 

1337. Plaintiff’s and Washington Subclass members’ Personal Information 

includes Personal Information as covered under Wash. Rev. Code § 19.255.010(5). 

1338. Equifax is required to accurately notify Plaintiff and Washington 

Subclass members following discovery or notification of the breach of its data 

security system if Personal Information was, or is reasonably believed to have 

been, acquired by an unauthorized person and the Personal Information was not 

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 546 of 575



531 

 

secured, in the most expedient time possible and without unreasonable delay under 

Wash. Rev. Code § 19.255.010(1). 

1339. Because Equifax discovered a breach of its security system in which 

Personal Information was, or is reasonably believed to have been, acquired by an 

unauthorized person and the Personal Information was not secured, Equifax had an 

obligation to disclose the data breach in a timely and accurate fashion as mandated 

by Wash. Rev. Code § 19.255.010(1). 

1340. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated Wash. Rev. Code § 19.255.010(1). 

1341. As a direct and proximate result of Equifax’s violations of Wash. Rev. 

Code § 19.255.010(1), Plaintiff and Washington Subclass members suffered 

damages, as described above. 

1342. Plaintiff and Washington Subclass members seek relief under Wash. 

Rev. Code §§ 19.255.010(13)(a) and 19.255.010(13)(b), including actual damages 

and injunctive relief. 
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COUNT 94  
 

WASHINGTON CONSUMER PROTECTION ACT, 

Wash. Rev. Code Ann. §§ 19.86.020, et seq. 
 

1343. The Washington Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Washington Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1344. Equifax is a “person,” as defined by Wash. Rev. Code Ann. § 

19.86.010(1). 

1345. Equifax advertised, offered, or sold goods or services in Washington 

and engaged in trade or commerce directly or indirectly affecting the people of 

Washington, as defined by Wash. Rev. Code Ann. § 19.86.010 (2). 

1346. Equifax engaged in unfair or deceptive acts or practices in the conduct 

of trade or commerce, in violation of Wash. Rev. Code Ann. § 19.86.020, 

including: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Washington Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 
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improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and 

Washington Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq., which was a direct and proximate cause of the Equifax 

data breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Washington  Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Washington Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 
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U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and 

Washington Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and 

Washington Subclass members’ Personal Information, 

including duties imposed by the FTC Act, 15 U.S.C. § 45, the 

FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et 

seq. 

1347. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1348. Equifax acted intentionally, knowingly, and maliciously to violate 

Washington’s Consumer Protection Act, and recklessly disregarded Plaintiff and 
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Washington Subclass members’ rights. Equifax’s numerous past data breaches put 

it on notice that its security and privacy protections were inadequate. 

1349. Equifax’s conduct is injurious to the public interest because it violates 

Wash. Rev. Code Ann. § 19.86.020, violates a statute that contains a specific 

legislation declaration of public interest impact, and/or injured persons and had and 

has the capacity to injure persons. Further, its conduct affected the public interest, 

including the millions of Washingtonians affected by the Equifax Data Breach. 

1350. As a direct and proximate result of Equifax’s unfair methods of 

competition and unfair or deceptive acts or practices, Plaintiff and Washington 

Subclass members have suffered and will continue to suffer injury, ascertainable 

losses of money or property, and monetary and non-monetary damages, including 

from fraud and identity theft; time and expenses related to monitoring their 

financial accounts for fraudulent activity; an increased, imminent risk of fraud and 

identity theft; and loss of value of their Personal Information. 

1351. Plaintiff and Washington Subclass members seek all monetary and 

non-monetary relief allowed by law, including actual damages, treble damages, 

injunctive relief, civil penalties, and attorneys’ fees and costs. 
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CLAIMS ON BEHALF OF THE WEST VIRGINIA SUBCLASS 

COUNT 95  
 

WEST VIRGINIA CONSUMER CREDIT AND PROTECTION ACT,  

W. Va. Code §§ 46A-6-101, et seq. 
 

1352. The West Virginia Plaintiff(s) identified above (“Plaintiff,” for 

purposes of this Count), individually and on behalf of the West Virginia Subclass, 

repeats and alleges Paragraphs 1-313, as if fully alleged herein. 

1353. Plaintiff and West Virginia Subclass members are “consumers,” as 

defined by W. Va. Code § 46A-6-102(2). 

1354. Equifax engaged in “consumer transactions,” as defined by W. Va. 

Code § 46A-6-102(2). 

1355. Equifax advertised, offered, or sold goods or services in West Virginia 

and engaged in trade or commerce directly or indirectly affecting the people of 

West Virginia, as defined by W. Va. Code § 46A-6-102(6). 

1356. Plaintiff sent a demand for relief on behalf of the West Virginia 

Subclass pursuant to W. Va. Code § 46A-6-106(c) on October 10, 2017. Equifax 

has not cured its unfair and deceptive acts and practices. 

1357. Equifax engaged in unfair and deceptive business acts and practices in 

the conduct of trade or commerce, in violation of W. Va. Code § 46A-6-104, 

including:  
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a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and West Virginia 

Subclass members’ Personal Information, which was a direct 

and proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and West 

Virginia Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., 

which was a direct and proximate cause of the Equifax data 

breach; 

d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and West Virginia  Subclass 
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members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and West Virginia Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and West 

Virginia Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and West 

Virginia Subclass members’ Personal Information, including 

duties imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 

U.S.C. § 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 

1358. Equifax’s unfair and deceptive acts and practices also violated W. Va. 

Code § 46A-6-102(7), including:  
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a. Representing that goods or services have sponsorship, approval, 

characteristics, ingredients, uses, benefits or quantities that they 

do not have; 

b. Representing that goods or services are of a particular standard, 

quality or grade, or that goods are of a particular style or model 

if they are of another; 

c. Advertising goods or services with intent not to sell them as 

advertised; 

d. Engaging in any other conduct which similarly creates a 

likelihood of confusion or of misunderstanding; 

e. Using deception, fraud, false pretense, false promise or 

misrepresentation, or the concealment, suppression or omission 

of any material fact with intent that others rely upon such 

concealment, suppression or omission, in connection with the 

sale or advertisement of goods or services, whether or not any 

person has in fact been misled, deceived or damaged thereby; 

and 
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f. Advertising, displaying, publishing, distributing, or causing to 

be advertised, displayed, published, or distributed in any 

manner, statements and representations with regard to the sale 

of goods or the extension of consumer credit, which are false, 

misleading or deceptive or which omit to state material 

information which is necessary to make the statements therein 

not false, misleading or deceptive. 

1359. Equifax’s unfair and deceptive acts and practices were unreasonable 

when weighed against the need to develop or preserve business, and were injurious 

to the public interest, under W. Va. Code § 46A-6-101. 

1360. Equifax’s acts and practices were additionally “unfair” under W. Va. 

Code § 46A-6-104 because they caused or were likely to cause substantial injury to 

consumers which was not reasonably avoidable by consumers themselves and not 

outweighed by countervailing benefits to consumers or to competition. 

1361. The injury to consumers from Equifax’s conduct was and is 

substantial because it was non-trivial and non-speculative; and involved a 

monetary injury and/or an unwarranted risk to the safety of their Personal 

Information or the security of their identity or credit. The injury to consumers was 

substantial not only because it inflicted harm on a significant and unprecedented 
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number of consumers, but also because it inflicted a significant amount of harm on 

each consumer. 

1362. Consumers could not have reasonably avoided injury because 

Equifax’s business acts and practices unreasonably created or took advantage of an 

obstacle to the free exercise of consumer decision-making. By withholding 

important information from consumers about the inadequacy of its data security, 

Equifax created an asymmetry of information between it and consumers that 

precluded consumers from taking action to avoid or mitigate injury. Equifax’s 

business acts and practices made it functionally impossible for consumers to obtain 

credit without their Personal Information being in Equifax’s systems. 

1363. Equifax’s inadequate data security had no countervailing benefit to 

consumers or to competition. 

1364. Equifax’s acts and practices were additionally “deceptive” under W. 

Va. Code § 46A-6-104 because Equifax made representations or omissions of 

material facts that misled or were likely to mislead reasonable consumers, 

including Plaintiff and West Virginia Subclass members. 

1365. Equifax intended to mislead Plaintiff and West Virginia Subclass 

members and induce them to rely on its misrepresentations and omissions. 
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1366. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1367. Had Equifax disclosed to Plaintiffs and Class members that its data 

systems were not secure and, thus, vulnerable to attack, Equifax would have been 

unable to continue in business and it would have been forced to adopt reasonable 

data security measures and comply with the law. Instead, Equifax held itself out as 

one of the three nationwide credit-reporting companies that serve as trusted 

linchpins of the financial system, and Equifax was trusted with sensitive and 

valuable Personal Information regarding hundreds of millions of consumers, 

including Plaintiff and the West Virginia Subclass. Equifax accepted the 

responsibility of being a “steward of data” while keeping the inadequate state of its 

security controls secret from the public. Accordingly, because Equifax held itself 

out as having a special role in the financial system with a corresponding duty of 

trustworthiness and care, Plaintiff and the West Virginia Subclass members acted 

reasonably in relying on Equifax’s misrepresentations and omissions, the truth of 

which they could not have discovered. 
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1368. Equifax had a duty to disclose the above-described facts due to the 

circumstances of this case, the sensitivity and extensivity of the Personal 

Information in its possession, and the generally accepted professional standards in 

the credit reporting industry. This duty arose because members of the public, 

including Plaintiff and the West Virginia Subclass, repose a trust and confidence in 

Equifax as one of the nation’s entrusted “stewards of data” and Equifax’s position 

as one of three nationwide credit-reporting companies that serve as linchpins of the 

financial system. In addition, such a duty is implied by law due to the nature of the 

relationship between consumers—including Plaintiff and the West Virginia 

Subclass—and Equifax, because consumers are unable to fully protect their 

interests with regard to their data, and placed trust and confidence in Equifax. 

Equifax’s duty to disclose also arose from its:  

a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 
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the West Virginia Subclass that contradicted these 

representations.  

1369. Equifax’s omissions were legally presumed to be equivalent to active 

misrepresentations because Equifax intentionally prevented Plaintiff and West 

Virginia Subclass members from discovering the truth regarding Equifax’s 

inadequate data security. 

1370. Equifax acted intentionally, knowingly, and maliciously to violate 

West Virginia’s Consumer Credit and Protection Act, and recklessly disregarded 

Plaintiff and West Virginia Subclass members’ rights. Equifax’s unfair and 

deceptive acts and practices were likely to cause serious harm. Equifax’s numerous 

past data breaches put it on notice that its security and privacy protections were 

inadequate.  

1371. As a direct and proximate result of Equifax’s  unfair and deceptive 

acts or practices and Plaintiff and West Virginia Subclass members’ purchase of 

goods or services, Plaintiff and West Virginia Subclass members have suffered and 

will continue to suffer injury, ascertainable losses of money or property, and 

monetary and non-monetary damages, including from fraud and identity theft; time 

and expenses related to monitoring their financial accounts for fraudulent activity; 
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an increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information. 

1372. Equifax’s violations present a continuing risk to Plaintiff and West 

Virginia Subclass members as well as to the general public. 

1373. Plaintiff and West Virginia Subclass members seek all monetary and 

non-monetary relief allowed by law, including the greater of actual damages or 

$200 per violation under W. Va. Code § 46A-6-106(a); restitution, injunctive and 

other equitable relief; punitive damages, and reasonable attorneys’ fees and costs. 

CLAIMS ON BEHALF OF THE WISCONSIN SUBCLASS 

COUNT 96  
 

NOTICE OF UNAUTHORIZED ACQUISITION OF PERSONAL 

INFORMATION, 

Wis. Stat. §§ 134.98(2), et seq. 
 

1374. The Wisconsin Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Wisconsin Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1375. Equifax is a business that maintains or licenses Personal Information 

as defined by Wis. Stat. § 134.98(2). 
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1376. Plaintiff’s and Wisconsin Subclass members’ Personal Information 

(e.g., Social Security numbers) includes Personal Information as covered under 

Wis. Stat. § 134.98(1)(b). 

1377. Equifax is required to accurately notify Plaintiff and Wisconsin 

Subclass members if it knows that Personal Information in its possession has been 

acquired by a person whom it has not authorized to acquire the Personal 

Information within a reasonable time under Wis. Stat. §§ 134.98(2)-(3)(a). 

1378. Because Equifax knew that Personal Information in its possession had 

been acquired by a person whom it has not authorized to acquire the Personal 

Information, Equifax had an obligation to disclose the data breach in a timely and 

accurate fashion as mandated by Wis. Stat. § 134.98(2). 

1379. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated Wis. Stat. § 134.98(2). 

1380. As a direct and proximate result of Equifax’s violations of Wis. Stat. § 

134.98(3)(a), Plaintiff and Wisconsin Subclass members suffered damages, as 

described above. 

1381. Plaintiff and Wisconsin Subclass members seek relief under Wis. Stat. 

§ 134.98, including actual damages and injunctive relief. 
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COUNT 97  
 

WISCONSIN DECEPTIVE TRADE PRACTICES ACT, 

Wis. Stat. § 100.18 
 

1382. The Wisconsin Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Wisconsin Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1383. Equifax is a “person, firm, corporation or association,” as defined by 

Wis. Stat. § 100.18(1).  

1384. Plaintiff and Wisconsin Subclass members are members of “the 

public,” as defined by Wis. Stat. § 100.18(1).  

1385. With intent to sell, distribute, or increase consumption of 

merchandise, services, or anything else offered by Equifax to members of the 

public for sale, use, or distribution, Equifax made, published, circulated, placed 

before the public or caused (directly or indirectly) to be made, published, 

circulated, or placed before the public in Wisconsin advertisements, 

announcements, statements, and representations to the public which contained 

assertions, representations, or statements of fact which are untrue, deceptive, 

and/or misleading, in violation of Wis. Stat. § 100.18(1). 
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1386. Equifax also engaged in the above-described conduct as part of a plan 

or scheme, the purpose or effect of which was to sell, purchase, or use merchandise 

or services not as advertised, in violation of Wis. Stat. § 100.18(9). 

1387. Equifax’s deceptive acts, practices, plans, and schemes include: 

a. Failing to implement and maintain reasonable security and 

privacy measures to protect Plaintiff and Wisconsin Subclass 

members’ Personal Information, which was a direct and 

proximate cause of the Equifax data breach; 

b. Failing to identify foreseeable security and privacy risks, 

remediate identified security and privacy risks, and adequately 

improve security and privacy measures following previous 

cybersecurity incidents, which was a direct and proximate cause 

of the Equifax data breach; 

c. Failing to comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Wisconsin 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq., which was a 

direct and proximate cause of the Equifax data breach; 
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d. Misrepresenting that it would protect the privacy and 

confidentiality of Plaintiff and Wisconsin  Subclass members’ 

Personal Information, including by implementing and 

maintaining reasonable security measures; 

e. Misrepresenting that it would comply with common law and 

statutory duties pertaining to the security and privacy of 

Plaintiff and Wisconsin Subclass members’ Personal 

Information, including duties imposed by the FTC Act, 15 

U.S.C. § 45, the FCRA, 15 U.S.C. § 1681e, and the GLBA, 15 

U.S.C. § 6801, et seq.; 

f. Omitting, suppressing, and concealing the material fact that it 

did not reasonably or adequately secure Plaintiff and Wisconsin 

Subclass members’ Personal Information; and 

g. Omitting, suppressing, and concealing the material fact that it 

did not comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiff and Wisconsin 

Subclass members’ Personal Information, including duties 

imposed by the FTC Act, 15 U.S.C. § 45, the FCRA, 15 U.S.C. 

§ 1681e, and the GLBA, 15 U.S.C. § 6801, et seq. 
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1388. Equifax intended to mislead Plaintiff and Wisconsin Subclass 

members and induce them to rely on its misrepresentations and omissions. 

1389. Equifax’s representations and omissions were material because they 

were likely to deceive reasonable consumers about the adequacy of Equifax’s data 

security and ability to protect the confidentiality of consumers’ Personal 

Information. 

1390. Equifax had a duty to disclose the above-described facts due to the 

circumstances of this case, the sensitivity and extensivity of the Personal 

Information in its possession, and the generally accepted professional standards in 

the credit reporting industry. This duty arose because members of the public, 

including Plaintiff and the Wisconsin Subclass, repose a trust and confidence in 

Equifax as one of the nation’s entrusted “stewards of data” and Equifax’s position 

as one of three nationwide credit-reporting companies that serve as linchpins of the 

financial system. In addition, such a duty is implied by law due to the nature of the 

relationship between consumers—including Plaintiff and the Wisconsin 

Subclass—and Equifax, because consumers are unable to fully protect their 

interests with regard to their data, and placed trust and confidence in Equifax. 

Equifax’s duty to disclose also arose from its:  
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a. Possession of exclusive knowledge regarding the security of the 

data in its systems;  

b. Active concealment of the state of its security; and/or  

c. Incomplete representations about the security and integrity of 

its computer and data systems, and its prior data breaches, 

while purposefully withholding material facts from Plaintiff and 

the Wisconsin Subclass that contradicted these representations.  

1391. Equifax’s failure to disclose the above-described facts is the same as 

actively representing that those facts do not exist. 

1392. Equifax acted intentionally, knowingly, and maliciously to violate the 

Wisconsin Deceptive Trade Practices Act, and recklessly disregarded Plaintiff and 

Wisconsin Subclass members’ rights. Equifax’s numerous past data breaches put it 

on notice that its security and privacy protections were inadequate. 

1393. As a direct and proximate result of Equifax’s deceptive acts or 

practices, Plaintiff and Wisconsin Subclass members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary 

and non-monetary damages, including from fraud and identity theft; time and 

expenses related to monitoring their financial accounts for fraudulent activity; an 
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increased, imminent risk of fraud and identity theft; and loss of value of their 

Personal Information.. 

1394. Equifax had an ongoing duty to all Equifax customers to refrain from 

deceptive acts, practices, plans, and schemes under Wis. Stat. § 100.18.  

1395. Plaintiff and Wisconsin Subclass members seek all monetary and non-

monetary relief allowed by law, including damages, reasonable attorneys’ fees, and 

costs under Wis. Stat. § 100.18(11)(b)(2), injunctive relief, and punitive damages. 

CLAIMS ON BEHALF OF THE WYOMING SUBCLASS 

COUNT 98  
 

COMPUTER SECURITY BREACH; NOTICE TO AFFECTED PERSONS, 

Wyo. Stat. Ann. §§ 40-12-502(a), et seq. 
 

1396. The Wyoming Plaintiff(s) identified above (“Plaintiff,” for purposes 

of this Count), individually and on behalf of the Wyoming Subclass, repeats and 

alleges Paragraphs 1-313, as if fully alleged herein. 

1397. Equifax is a business that owns or licenses computerized data that 

includes Personal Information as defined by Wyo. Stat. Ann. § 40-12-502(a). 

1398. Plaintiff’s and Wyoming Subclass members’ Personal Information 

(e.g., Social Security numbers) includes Personal Information as covered under 

Wyo. Stat. Ann. § 40-12-502(a). 

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 568 of 575



553 

 

1399. Equifax is required to accurately notify Plaintiff and Wyoming 

Subclass members when it becomes aware of a breach of its data security system if 

the misuse of personal identifying information has occurred or is reasonably likely 

to occur, in the most expedient time possible and without unreasonable delay under 

Wyo. Stat. Ann. § 40-12-502(a). 

1400. Because Equifax was aware of a breach of its data security system in 

which the misuse of personal identifying information has occurred or is reasonably 

likely to occur, Equifax had an obligation to disclose the Equifax data breach in a 

timely and accurate fashion as mandated by Wyo. Stat. Ann. § 40-12-502(a). 

1401. By failing to disclose the Equifax data breach in a timely and accurate 

manner, Equifax violated Wyo. Stat. Ann. § 40-12-502(a). 

1402. As a direct and proximate result of Equifax’s violations of Wyo. Stat. 

Ann. § 40-12-502(a), Plaintiff and Wyoming Subclass members suffered damages, 

as described above.  

1403. Plaintiff and Equifax Subclass members seek relief under Wyo. Stat. 

Ann. § 40-12-502(f), including actual damages and equitable relief. 

  

Case 1:17-md-02800-TWT   Document 374   Filed 05/14/18   Page 569 of 575



554 

 

RECOVERY OF EXPENSES OF LITIGATION ON BEHALF OF ALL 

PLAINTIFFS 

COUNT 99  
 

O.C.G.A. § 13-6-11 
 

1404. Pursuant to O.C.G.A. § 13-6-11, the jury may allow the expenses of 

litigation and attorneys’ fees as part of the damages where a defendant “has acted 

in bad faith, has been stubbornly litigious, or has caused the plaintiff unnecessary 

trouble and expense.” 

1405. Defendants through their actions alleged and described herein acted in 

bad faith, were stubbornly litigious, or caused Plaintiffs unnecessary trouble and 

expense with respect to the transaction or events underlying this litigation. 

1406. Plaintiffs therefore request that their claim for recovery of expenses of 

litigation and attorneys’ fees be submitted to the jury, and that the Court enter a 

Judgment awarding their expenses of litigation and attorneys’ fees pursuant to 

O.C.G.A. § 13-6-11. 

REQUEST FOR RELIEF 

Plaintiffs, individually and on behalf of members of the Class and 

Subclasses, as applicable, respectfully request that the Court enter judgment in 

their favor and against Equifax, as follows:  
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1. That the Court certify this action as a class action, proper and 

maintainable pursuant to Rule 23 of the Federal Rules of Civil Procedure; declare 

that Plaintiffs are proper class representatives; and appoint Plaintiffs’ Co-Lead and 

Co-Liaison Counsel as Class Counsel; 

2. That the Court grant permanent injunctive relief to prohibit Equifax 

from continuing to engage in the unlawful acts, omissions, and practices described 

herein; 

3. That the Court award Plaintiffs and Class and Subclass members 

compensatory, consequential, general, and nominal damages in an amount to be 

determined at trial;  

4. That the Court order disgorgement and restitution of all earnings, 

profits, compensation, and benefits received by Equifax as a result of its unlawful 

acts, omissions, and practices; 

5. That the Court award statutory damages, trebled, and punitive or 

exemplary damages, to the extent permitted by law; 

6. That Plaintiffs be granted the declaratory relief sought herein; 

7. That the Court award to Plaintiffs the costs and disbursements of the 

action, along with reasonable attorneys’ fees, costs, and expenses; 
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8. That the Court allow as part of damages and award to Plaintiffs their 

expenses of litigation and attorneys’ fees pursuant to O.C.G.A. § 13-6-11; 

9. That the Court award pre- and post-judgment interest at the maximum 

legal rate; and 

10. That the Court grant all such other relief as it deems just and proper.  

DEMAND FOR JURY TRIAL 

Plaintiffs demand a jury trial on all claims so triable. 
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Dated: May 14, 2018       Respectfully submitted, 
 

  /s/ Amy E. Keller    

Amy E. Keller  

Adam J. Levitt 

DICELLO LEVITT & CASEY LLC 

Ten North Dearborn Street 

Eleventh Floor 

Chicago, Illinois 60602 

Tel. 312.214.7900 

akeller@dlcfirm.com 

alevitt@dlcfirm.com 
 

  /s/ Kenneth S. Canfield    

Kenneth S. Canfield 

Georgia Bar No. 107744 

DOFFERMYRE SHIELDS 

CANFIELD & KNOWLES, LLC 

1355 Peachtree Street, N.E. 

Suite 1900 

Atlanta, Georgia 30309 

Tel. 404.881.8900 

kcanfield@dsckd.com 

  /s/ Norman E. Siegel    

Norman E. Siegel 

Barrett J. Vahle 

J. Austin Moore 

STUEVE SIEGEL HANSON LLP 

460 Nichols Road, Suite 200 

Kansas City, Missouri 64112 

Tel. 816.714.7100 

siegel@stuevesiegel.com 

vahle@stuevesiegel.com 

moore@stuevesiegel.com 

 

Consumer Plaintiffs’ Co-Lead Counsel 

 

Roy E. Barnes 

John R. Bevis 

J. Cameron Tribble 

BARNES LAW GROUP, LLC 

31 Atlanta Street 

Marietta, Georgia 30060 

Tel. 770.227.6375 

roy@barneslawgroup.com 

bevis@barneslawgroup.com 

ctribble@barneslawgroup.com 

 

David J. Worley 

EVANGELISTA WORLEY LLC 

8100A Roswell Road Suite 100 

Atlanta, Georgia 30350 

Tel. 404.205.8400 

david@ewlawllc.com 

Consumer Plaintiffs’ Co-Liaison Counsel 
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Rodney K. Strong 

GRIFFIN & STRONG P.C. 

235 Peachtree Street NE, Suite 400 

Atlanta, Georgia 30303 

Tel. 404.584.9777 

rodney@gspclaw.com 

Consumer Plaintiffs’ State Court 

Coordinating Counsel 

 

 

Andrew N. Friedman 

COHEN MILSTEIN SELLERS & 

TOLL PLLC 

1100 New York Avenue, NW 

Suite 500 

Washington, D.C. 20005 

Tel. 202.408.4600 

afriedman@cohenmilstein.com 
 

 

Eric H. Gibbs 

David M. Berger 

GIRARD GIBBS LLP 

505 14th Street 

Suite 1110 

Oakland, California 94612 

Tel. 510.350.9700 

ehg@classlawgroup.com 
 

James Pizzirusso 

HAUSFELD LLP 

1700 K Street NW Suite 650 

Washington, D.C. 20006 

Tel. 202.540.7200 

jpizzirusso@hausfeld.com 
 

Ariana J. Tadler 

MILBERG TADLER PHILLIPS 

GROSSMAN LLP 

One Penn Plaza 

19th Floor 

New York, New York 10119 

Tel. 212.594.5300 

atadler@milberg.com 
 

John A. Yanchunis 

MORGAN & MORGAN COMPLEX 

LITIGATION GROUP 

201 N. Franklin Street, 7th Floor 

Tampa, Florida 33602 

Tel. 813.223.5505 

jyanchunis@forthepeople.com 
 

William H. Murphy III 

MURPHY, FALCON & MURPHY 

1 South Street, 23rd Floor 

Baltimore, Maryland 21224 

Tel. 410.539.6500 

hassan.murphy@murphyfalcon.com 
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